
 

 

 

  

MODEL PREDICTIVE CONTROL – BASED VIRTUAL ENERGY STORAGE 

SYSTEM FOR VIRTUAL INERTIA CONTROL AND FREQUENCY REGULATION 

IN MICROGRID UNDER CYBER ATTACKS 
 

SATAWAT MUANGCHUEN 
 

A Dissertation Submitted to University of Phayao 

in Partial Fulfillment of the Requirements 

for the Doctor of Philosophy Degree in Electrical Engineering 

May 2024 

Copyright 2024 by University of Phayao 
 

 

 



 

 

 

  

แบบจำลองการควบคุมเชงิทำนายของระบบจัดเก็บพลังงานเสมือน สำหรับการควบคุมแรง

เฉื่อยเสมือน และการปรบัความถีใ่นไมโครกริด ภายใต้การโจมตีทางไซเบอร ์
 

ศตวรรษ เมืองชื่น  

วิทยานิพนธ์เสนอมหาวทิยาลัยพะเยา เพื่อเป็นส่วนหนึ่งของการศึกษา 

หลักสูตรปรญิญาปรัชญาดุษฎีบัณฑิต 

สาขาวิชาวิศวกรรมไฟฟ้า 

พฤษภาคม 2567 

ลิขสิทธิ์เป็นของมหาวิทยาลัยพะเยา  
 

 



 

 

 

  

MODEL PREDICTIVE CONTROL – BASED VIRTUAL ENERGY STORAGE SYSTEM FOR 

VIRTUAL INERTIA CONTROL AND FREQUENCY REGULATION IN MICROGRID UNDER CYBER 

ATTACKS 
 

SATAWAT MUANGCHUEN 
 

A Dissertation Submitted to University of Phayao 

in Partial Fulfillment of the Requirements 

for the Doctor of Philosophy  Degree in Electrical Engineering 

May 2024 

Copyright 2024 by University of Phayao 
 

 

 



 

 

  

 

Dissertation 

Title 

MODEL PREDICTIVE CONTROL – BASED VIRTUAL ENERGY STORAGE SYSTEM FOR 

VIRTUAL INERTIA CONTROL AND FREQUENCY REGULATION IN MICROGRID UNDER CYBER 

ATTACKS 

  

Submitted by SATAWAT MUANGCHUEN 

  

Approved in partial fulfillment of the requriements for the 

Doctor of Philosophy Degree in Electrical Engineering 

University of Phayao 

  

Approved by 

  
 

Chairman 

(Associate Professor Sanchai Dechanupaprittha , Ph.D.) 
 

  
 

Advisor 

(Associate Professor Jonglak Pahasa , Ph.D.) 
 

  
 

Co Advisor 

(Associate Professor Chawasak Rakpenthai , Ph.D.) 
 

  
 

Co Advisor 

(Associate Professor Sermsak Uatrongjit , Ph.D.) 
 

  
 

External Examiner 

(Associate Professor Sitthidet Vachirasricirikul , Ph.D.) 
 

  
 

Dean of School of Engineering 

(Associate Professor Nattapong Damrongwiriyanupap , Ph.D.) 
 

 

 

 



 

 

  D 

ABSTRACT 

Title: MODEL PREDICTIVE CONTROL – BASED VIRTUAL ENERGY STORAGE SYSTEM FOR VIRTUAL 

INERTIA CONTROL AND FREQUENCY REGULATION IN MICROGRID UNDER CYBER ATTACKS 

Author: Satawat Muangchuen, Dissertation: Ph.D. (Electrical Engineering), University of Phayao, 2023 

Advisor: Associate Professor Jonglak Pahasa , Ph.D. Co-advisor Associate ProfessorChawasak 

Rakpenthai , Ph.D. Associate ProfessorSermsak Uatrongjit , Ph.D. 

Keywords: Model Predictive Control, Virtual Energy Storage System, Virtual Inertia, Frequency 

Regulation, Microgrid, Cyber Attacks 

 

ABSTRACT 

This dissertation proposes the applications of model predictive control (MPC) - based virtual 

energy storage system (VESS) for virtual inertia control and frequency regulation under denial - of - service 

(DoS) attacks. Firstly, an improved resilient MPC (IR - MPC) - based VESS is introduced for enhancing 

microgrid virtual inertia control under DoS attacks. IR - MPC comprises an attack detector, an autoregressive 

(AR) - based signal estimator, and an MPC - based VESS controller. An attack detector was used to detect 

the DoS attacks. An AR - based signal estimator is then used to estimate the feedback data that are subjected 

to DoS attacks. Then, an enhanced resilient MPC (ER - MPC) is presented for controlling proton exchange 

membrane electrolyzers (PEMEL) to regulate frequency under severe DoS attacks. The proposed ER - MPC 

consists of (1) the combination of AR model - based prediction and hold signal methods which are used to 

reconstruct attacked signals during severe DoS attacks, and (2) an MPC - based computation of control signal 

for the PEMEL stack. The simulation results revealed that under a DoS attack, the proposed IR - MPC and 

ER - MPC can successfully improve the microgrid virtual inertia emulation and frequency regulation. 

Additionally, the proposed IR - MPC and ER - MPC have a performance effect over the compared techniques 

in terms of the reduction in rate of change of frequency (RoCoF) deviation and frequency deviation during 

normal situations, DoS attacks, and disconnection of wind turbine generation. 
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CHAPTER I  

 

INTRODUCTION 

 

Background and Rational of the Study 

Currently, there has been a significant rise in the demand for electricity across 

numerous countries worldwide. This increase can be attributed to factors such as  

a growing population, economic growth, and the essential role electricity plays in  

the industry. However, most of the electricity consumed comes from non - renewable 

fossil fuels, which are finite resources. As a result, many countries have shifted their focus 

towards renewable energy sources like wind and solar power to generate more electricity 

and reduce their reliance on fossil fuels due to their unpredictable nature. However,  

the utilization of these renewable energy sources in power systems can affect the stability 

of their voltage and frequency in the power system. This is because the amount of energy 

produced from renewable energy sources is subject to weather conditions, making it 

difficult to match electricity production with consumption demand. To address this, 

microgrids are employed, which help to enhance the efficiency of controlling and stabilizing 

the system compared to traditional power systems. A microgrid is a low  or medium 

voltage system that integrates small - scale power generation, load management, and 

advanced communication systems. Microgrids offer increased flexibility and control over 

the power system and improved reliability and resilience against power outages.  

The various components of a microgrid function seamlessly as a single system connected 

to the main power grid. Even in emergency situations when disconnected from the main 

power grid, the fundamental principle of microgrid electricity production is to balance 

pow er p roduction w ith  in te rna l dem and and u tilize  the m a in pow er g rid  to  

maintain stability. 

Microgrids that use renewable energy sources, such as solar and wind power, to 

generate electricity for homes, factories, and other users must consider the stability and 

balance of the system. The system must ensure that the voltage and frequency of  

the electricity are stable to prevent damage to equipment and ensure the safety of  
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the users. The balance of the system can be affected by changes in weather conditions or 

changes in demand, and adjustments may be needed to ensure that the system remains 

stable. Microgrids can also operate independently from the main grid during power 

outages, providing a reliable source of electricity to users. Microgrids that use electric 

power from renewable energy sources, such as wind and solar power for factories, 

households, or other energy needs, must consider the maintenance of stability in various 

aspects to ensure reliability. This includes maintaining a balance between power 

production and the power demand within the system and utilizing the main power grid to 

enhance stability. However, the fluctuating nature of renewable energy sources and 

changing energy needs make it difficult to maintain balance and stability without proper 

control. Therefore, a control system is necessary to reduce the impact of these imbalances 

and maintain the frequency and voltage within standard values even with changes in 

power production and demand. The problem of controlling the power system can be 

divided into two main topics: controlling the actual power to maintain the level of 

frequency and controlling the reactive power to maintain the level of voltage. The control 

of actual power is also known as "frequency load control." The most important role of 

frequency load control is to maintain the frequency constant despite changes in power load 

or power generation from renewable energy sources which can vary in short periods, 

making it difficult for the main power plants to respond promptly. Without control,  

the system becomes unstable, resulting in equipment damage and potential blackout.   

To maintain balance, an automatic control system is required to adjust the power output of 

the main power plants and other regulating devices. Currently, the use of renewable 

energy systems to produce electricity has gained significant interest. When these systems 

are connected to the main electricity grid, they can cause disturbances due to  

the uncertainty of the electricity generated by renewable sources. This is caused by 

changes in power from renewable energy sources, which are dependent on various 

environmental factors. Consequently, controlling the load frequency becomes more difficult 

and less effective.  
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The research demonstrated a decrease in the influence of fluctuations originating 

from renewable energy sources as well as the consequences of the model predictive 

control employed in the virtual energy storage system. Virtual inertia and frequency 

management were simulated in conjunction with the microgrid. The study utilized 

reachability methods to evaluate the impact of cyberattacks on the load frequency control 

(LFC) system, considering the scenario of malicious actors controlling the control centers.  

The predictive capability of the virtual energy storage system was employed to analyze 

the predicted energy changes. The observed trend was then implemented as an input to 

the control system, where the current power factor was used to determine a suitable 

control signal. The results of this control system were compared w ith those of  

the PI controller system. 

 

The purposes of the study 

1. To develop the improved model predictive control of the virtual energy storage 

system. 

2. To study virtual inertia control for microgrid. 

3. To improve the frequency regulation under cyberattacks of microgrids. 

 

Research Question 

How can the stability and reliability of microgrids powered by renewable energy 

sources be enhanced in the face of fluctuating energy production and what role does 

predictive control and virtual energy storage play in achieving this while considering 

cybersecurity concerns. 

 

Research Scope 

1. Consider the operation of the microgrids, which includes the generation of 

electricity from Wind turbines, Photovoltaic and Thermal power plants. 

2. The predictions applied in conjunction with the analysis are of acceptable 

accuracy. 

3. MATLAB/Simulink program has been used for simulation experiment. 
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Research Methods 

1. Study method of load frequency control for a microgrids. 

2. Study model predictive control algorithm. 

3. Study the virtual energy storge system for microgrid virtual inertia control. 

4. Study the frequency regulation under cyberattacks. 

5. Develop the programs (MATLAB/Simulink) for the control virtual energy storge 

system for microgrid virtual inertia control and frequency regulation under cyberattacks. 

6. Test the performances of the proposed algorithms in term of accurate, 

robustness and computation time. 

 

Expected Benefits 

1. Increased knowledge and understanding of frequency control techniques in 

microgrids. 

2. Enhanced knowledge and understanding of power forecasting and its 

application to load frequency control. 

3. Development of load frequency control improvement techniques using  

a forecasting model of microgrid power with hybrid renewable energy sources. 

4. Increased knowledge and understanding of cybersecurity defense in 

microgrids. 

 

Research Duration 

The research plan lasted approximately one year. The plan of the year is to 

review and study the literature related to model predictive control – based virtual energy 

storage systems, microgrids, virtual inertia control, and frequency regulation under 

cyberattacks, details of the works in Table 1. 
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Table 1 One year research plan. 

Detail of work 
Month 

1 2 3 4 5 6 7 8 9 10 11 12 

1. Reviews and research related to load frequency 

control. 
            

2. Study mathematical model of load frequency control 

for a microgrid. 
            

3. Study model predictive control algorithm.             

4. Study MATLAB/Simulink programming             

5. Develop simulation program for:             

- Model Predictive Control             

- Virtual Energy Storge System             

- Virtual Inertia Control             

- Frequency Regulation under cyberattacks             

6. Organize a seminar to present the progress of work.             

7. Test the Model Predictive Control – based Virtual 

Energy Storge System. 
            

8. Prepare paper to present at the academic meetings 

and/or publishing in international journal. 
            

9. Organize a seminar to present the progress of work.             

10. Prepare Ph.D. dissertation.             

11. Dissertation examination.             

12. Dissertation correction.             



 

 

  

CHAPTER II  

 

REVIEW OF RELATED LITERATURE AND RESEARCH 

 

Virtual Energy Storage System 

A virtual energy storage system (VESS) that combines a demand response and 

energy storage system was developed to support the distribution network voltage, 

enabling more distributed generators (DG) integration. The VESS concept and its potential 

applications are introduced, followed by an explanation of the modeling and control of  

the VESS components and VESS control scheme. A population of industrial bitumen tanks 

and battery energy storage systems were used to demonstrate the performance of  

the proposed voltage control scheme of the VESS. Two types of DG, solar and wind 

generation and the VESS, are connected to a medium - voltage network of the United 

Kingdom generic distribution system (UKGDS). The VESS control scheme operates 

cooperatively with on - load tap changers to prevent voltage hunt. The effectiveness of 

the proposed VESS control was assessed through time - series analysis over different 

seasons of the year. 

A virtual energy storage system integrates various controllable components of  

an energy system into a unified entity that functions similarly to a large  - scale energy 

storage system with lower capital expenses. Examples of such components include flexible 

loads with thermal storage, such as electric heaters, and distributed generation systems, 

such as combined heat and power (CHP) units or conventional energy storage systems. 

The VESS enables these components to participate in the electricity and ancillary markets 

to provide transmission and distribution level services [1]. 

 

Potential Applications 

A VESS can form a synthetic Energy storage system (ESS) at both  

the transmission and distribution levels with varying capacities owing to the aggregation. In 

the "hybrid urban energy storage" project [2], various distributed energy systems in 
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buildings (e.g., heat pumps or combined heat and power systems (CHPs)), as well as 

central and decentral energy storage systems, are coordinated to create a VESS.  

This system utilizes the existing potential of energy balancing components in cities for grid 

ancillary services at a reduced cost. Thus, a VESS exhibits the characteristics of both  

a high - power - rating ESS and a high - energy - rating ESS, making it suitable for  

a wide range of applications. Based on the guidelines of the National Infrastructure 

Commission, the potential capabilities of a VESS are listed below: 

1. Facilitate the integration of renewable energy sources (RESs) in  

the distribution networks. A VESS can charge/discharge to smooth the power output 

variations of renewable generation [3], [4]. Additionally, it can increase the distribution 

network hosting capacity for RESs [3], where the integration of RESs is limited by  

the voltage and thermal constraints. 

2. Defer transmission networks reinforcements. A VESS can increase  

the utilization of transmission networks by providing immediate actions following a system 

contingency [5]. Additionally, a VESS can effectively mitigate the potential network 

congestions, and therefore postpones the transmission reinforcements. 

3. Reduce generation margins. A VESS can reduce the required spinning 

reserve capacity and increase the generators loading capacity [6]. With smart grid 

technologies, the available VESS capacity can be reported to the system operator in 

advance and even every second [7]. 

4. Provide ancillary services. During system contingencies and system 

emergencies [8], A VESS can provide voltage support and frequency support. In addition, 

primary frequency response requirements which are at present mainly met by the costly 

frequency - sensitive generation is expected to increase by 30 – 40% in the next 5 years 

in the Great Britain (GB) power system. A VESS is technically feasible to provide such 

services because it is able to provide faster response, higher ramp rates and higher 

flexibilities than the conventional generating units [9]. 
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These include but are not limited to, providing energy arbitrage, facilitating 

renewable integration in distribution network, deferring the transmission and distribution 

systems reinforcements, and providing ancillary services such as frequency response, 

voltage support and power quality improvements. 

 

Virtual Energy Storage System Model 

A simplified model of a battery energy storage system model was developed in  

[10], which consists of a generic battery model and a simplified power electronics model. 

The generic battery model shown in Figure 1 is composed of a controllable voltage source, 

a controllable current source, and a resistance connected in series. The charging and 

discharging characteristics are assumed similar. The simplified power electronic converter 

model is a first - order lag that represents delays in the converter control loop. 

A VESS is formed to provide the required frequency response to the power 

system in order to participate in the Great Britain (GB) Firm Frequency Response (FFR) 

market as an aggregator. The FFR market is considered as the most lucrative ancillary 

services available on the MW basis in the GB power system [11]. 

 

PBESS

QBESS

Pref

Qref

1
Tdelay

 

1
Tdelay

 

1
S
 

1
S
 

Module (s)
(Battery cells)

Converter

 

Figure 1 Simplified battery energy storage system model. 

 

Source: Saif Sabah Sami, et al., 2018, p. 147 
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Voltage Control of Demand Response Units 

A distributed voltage controller is added to the inherent temperature control of 

each bitumen tank (BT). The voltage controller alters the power consumption of  

the DR units - based on the local voltage measurements, as shown in Figure 2.  

The temperature control measures the temperature T of the tank and generates state  

signals ST. The voltage control measures the bus voltage V and generates state signals SHV 

and SLV. The final switching signal Sfinal to the heater is then determined using logic gates, 

which ensure the priority of temperature control. Therefore, the extra voltage control does 

not undermine the hot storage function of the BTs. 
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Figure 2 The control system of a flexible load. 

 

Source: Saif Sabah Sami, et al., 2018, p. 148 
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The voltage control algorithm switches the load on/off in response to voltage 

deviations. The control algorithm assigns a pair of voltage setpoints, namely VON and VOFF, 

which vary dynamically and linearly with the BT temperature. For example, a BT will have 

higher VON and lower VOFF values if its temperature is higher than other BT temperatures. 

The control algorithm continuously compared the measured voltage (V) with the set points. 

If V is higher than VON, the voltage control generates a state signal SHV, and the load is 

switched on. In contrast, if voltage V is lower than VOFF, the voltage control generates  

a state signal SLV and the load is switched off. The linear variation of VON and VOFF with 

temperature ensures that among a population of BTs, following a voltage drop, the BT 

with the highest temperature will be switched off first because it is most willing to be 

switched off because its temperature has already been high. 

In contrast, the BTs will be switched on in response to a voltage rise starting from 

the BT with the lowest temperature. Therefore, the number of BTs committed to 

responding to voltage deviations increases linearly with an increase in the voltage 

deviation. Hence, all the demand response units are committed if the voltage accessed  

the limits. It was assumed that the distribution network voltage limits follow the British 

Standard EN 50160, a distribution network with voltage limits of ±6% of nominal value 

(i.e. 0.94 p.u. – 1.06 p.u.), and voltage control dead - band of ±3% (i.e. 0.97 p.u. –  

1.03 p.u.) were used. BTs have low and high temperature limits of 150◦C and 180°C, 

respectively [1]. 

 

Voltage Control of Energy Storage System 

Energy storage system (ESS) control methodology consists of main and 

supplementary controllers. The main controller drives the active and reactive power 

outputs of the ESS in response to voltage violations. The supplementary controller 

maintains the ESS’s state of charge value within a certain range, which facilitates  

a secure, sustainable and efficient operation. The active and reactive power outputs of  

the energy storage system were determined using droop control, and the droop setting 

was obtained - based on the voltage sensitivity factor matrices. 
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1. The voltage sensitivity factors match the voltage sensitivity factors that 

relate the change in voltage at a bus to a change in active and/or reactive power  (s) at 

other buses in the network [12]. In a voltage sensitivity factor matrix, a high voltage 

sensitivity factor implies that a change in active and reactive power at a bus drives a large 

change in voltage at the corresponding bus. The voltage sensitivity factor matrices 

Equations (2) – (4) are extracted from the Jacobian matrix in Equation (1). 

 

P P
P V
Q VQ Q

V

  
      =      

    
  

 

 

(1) 

V M P N Q =  +   
 

(2) 

11
P P Q Q

M
V V

−−
     

= −         
 

 

(3) 

1
P Q

N M
−

  
= −  

   
 (4) 

 

2. Droop control of energy storage systems using voltage sensitivity 

factors. A concise network analysis is conducted to identify the buses that are most 

susceptible to voltage infractions. These buses are often heavily loaded, connected to  

a large amount of DG, or connected through small - capacity branches. These buses are 

equipped with remote monitoring devices to monitor and send voltage values to the ESS 

controller. The ESS controller receives the voltages of the buses and classifies them into 

zones - based on British standard EN 50160, as illustrated in Figure 3. 
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Figure 3 Classified bus voltage zones. 

 

Source: Saif Sabah Sami, et al., 2018, p. 149 

 

2.1 Red zones (RH and RL) represent the voltage violation ranges, that is, 

bus voltage violates/exceeds the ±6% limits. 

2.2 Yellow zones (YL and YH) represent the severe voltage deviation 

ranges, that is, the bus voltage largely deviates (equal to or larger than ±3%) from  

the nominal value, yet within the limits.  

2.3 Green zones (GL and GH) represent the slight voltage deviation ranges, 

that is, the bus voltage deviates marginally (smaller than ±3%) from the nominal value. 

3. Supplementary Control of Energy Storage System When all monitored 

bus voltages are in the green zones (Figure 3), the ESS supplementary control restores  

the state of charge to 50 ±10%. The ESS charges/discharges using droop control with 

respect to the monitored bus with the highest voltage - sensitivity factors. The ESS 

responds with sufficient power to push the bus voltage to the yellow zone (Figure 3). This 

ensures that the consuming ESS power will not cause voltage violations. Only the active 

power of Equation (5) is used and the reactive power is set to zero. Consequently, any 

forthcoming charging or discharging requirements are expected to be satisfied. 

 

i iESS ESS iESS ESS
V M P N Q =   +    (5) 

where 

iESS
M    is the voltage sensitivity factor relating the change in the ESS 

active power to the change in bus i  voltage, 

iESS
N   is the voltage sensitivity factor relating the change in ESS reactive 

power to the change in bus i  voltage. 
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Coordinated Voltage Control of VESS 

The coordination between demand response and energy storage system in  

the VESS is achieved by setting their controllers with different time delay constraints.  

As a result, they will not conflict with each other and cause voltage hunting. The time 

delay constant coordination also considers conventional voltage control equipment including  

the OLTC and voltage regulators (VR). When a voltage violation occurs, the voltage 

controllers of the demand response (DR) units respond first with a time delay constant 
DR

 . 

If the voltage violation continues, the energy storage system (ESS) with a time delay 

constant 
ESS

  (i.e. 
ESS

  > 
DR

 ) will respond secondly. This procedure ensures that no 

voltage violation occurs because of the uncertainty of the demand response. If required, 

the on - load tap changer (OLTC) will take action last with a time delay constant 
OLTC

  (i.e. 

OLTC
  > 

ESS
 ). This, in turn, results in less OLTC actions [1]. 

 

Capacity of A Virtual Energy Storage System 

The virtual energy storage considered here is a controllable load and controllable 

generation. The virtual energy storage capacity of the controllable load is shown in: 

Figure 4 (a) [13]. When the virtual energy storage of the load consumes more 

power than the conventional load, the surplus power is the charging capacity. When  

the virtual energy storage of the load consumes less power than the conventional load,  

the release power is the discharge capacity.  

Figure 4 (b) shows the virtual energy storage capacity of the controllable source 

(generator). When the virtual energy storage of the generator produces more power than 

a conventional generator (not virtual energy storage), the surplus power is the discharge 

capacity. When the virtual energy storage of the generator produces less power than that 

of the conventional generator, the released power is the charging capacity.  
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Figure 4 Virtual energy storage system capacity (a) controllable load  

(b) controllable source. 

 

Source: Jonglak, Potejanasak and Issarachai, 2022, p. 133712  

 

Emulate Virtual Inertia 

In recent years, owing to increasing concern regarding the long - term adequacy 

of nonrenewable energy sources such as petroleum, coal, and natural gas, and  

the environmental problems caused by the utilization of those resources, including 

electricity generation, the penetration of renewable energy sources (RESs) in power 

systems has rapidly increased and has become a necessity.  
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The increasing concern in the aforementioned issue, followed by the changes in 

the energy regulation, makes the increasing penetration of RESs - based generation such 

as photovoltaic and wind turbine generation in the power system inevitable. For example, 

in Japan, up to 64 GW of photovoltaic is expected to be connected to the grid by 2030 

[14]. In countries such as Denmark, Ireland, and Germany, an annual penetration level of 

RESs of more than 20% has been achieved at the national level  [15]. At a global level, 

2018, 103 GW of photovoltaic generation units were installed globally.  With these 

additional installations, a total installed capacity of more than 512  GW was achieved in 

2018 [16]. To enable the appropriate transfer of electrical energy from RESs to the power 

system, the inverter is normally required to integrate the RESs - based generation units 

into the power system. However, the inverter (and another power electronics interface in 

general) is inertia less, due to the absence of rotating mass as the source of inertia.  

Thus, the increasing penetration of inverter - based generation units implies a reduction in 

 the system inertia. In the power system dominated by the inverter  - based renewable 

generation units, the overall system inertia would be significantly lower compared to  

the traditional power system dominated by the traditional synchronous generators (SGs). 

As a result, even though the rapid increase in the penetration level of  

inverter - based RESs generation units is beneficial from an environmental perspective and 

implies a better utilization of available sources of renewables, it is detrimental to  

the stability of the power system, particularly to the frequency stability [17] because  

the frequency stability of the system is closely related to the amount of inertia in  

the system [18]. An illustration of the correlation between inertia and frequency is shown 

in Figure 5, which clearly shows that with a lower system inertia, the frequency of NADIR 

subject to a frequency event would be lower. 

In addition, other than the direct impact to the overall system  inertia,  

the increasing penetration of RESs - based generation Units could also lead to negative 

effects such as excessive electricity supply in the system in the case of maximum 

electricity generation by RESs - based generation units, power fluctuation caused by 

variable nature of RESs, and the deterioration of frequency regulation [19]. 

 



 

 

 16 

Fr
eq

ue
nc

y(
Hz

) 50.00
49.60
49.20
48.80
48.40
48.00

0 5 10 15 20 25
Time (s)

High inertia power system

 
(a) 

Fr
eq

ue
nc

y(
Hz

) 50.00
49.60
49.20
48.80
48.40
48.00

0 5 10 15 20 25
Time (s)

Low inertia power system

High frequency deviation  
(b) 

 

Figure 5 Illustration of the correlation between inertia and frequency: 

frequency response to a particular frequency event in the (a) high inertia 

power system and (b) low inertia power system. 

 

Source: Thongchart, et al., 2021, p. 2 

 

Therefore, to enable a high penetration of RESs in the power system, a new 

control strategy that could also provide the inertia support to the power system is 

developed. The control strategy is called a virtual inertia control. In general, the virtual 

inertia control is defined as the concept of providing virtual inertia to the power system by 

using an inverter, energy storage system (ESS), and proper control for virtual inertia 

emulation. This concept is also known as a virtual synchronous machine (VISMA)  [20], 

virtual synchronous generator (VSG) [21], or synchronverter [22]. The aforementioned 

strategies have the same common objective, which is to provide additional inertia virtually 

by utilizing an inverter and an energy storage system (ESS), supported by a proper virtual 
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inertia control mechanism. Using the aforementioned strategies, the kinetic energy 

reservoir in the rotating mass of a conventional synchronous generator can be imitated on 

the inverter - based generator, thereby enabling the emulation of virtual inertia by  

the inverter - based generator. 

Owing to their capability of providing additional inertia support in a low - inertia 

power system, virtual inertia control units would be an integral part of the future power 

system dominated by RESs. Thus, the VSG is important to achieve a stable operation of  

the power system with high penetration of RESs - based generation units [23]. 

The implementation of a virtual inertia control is based on the emulation of  

the typical swing equation of a synchronous generator (SG) in the control of inverter.  

The typical swing equation of an SG can be expressed using Equation (6). 

 
2

r

m e a 2

0 0

2H d 2H d
P P P

dt dt

 
− = = =

 
 (6) 

where 

m
P    is mechanical power input [p.u.], 

e
P    is electrical power output [p.u.], 

a
P    is acceleration power [p.u.],  

H   is inertia constant [MW.s/MVA], 

0    is rated angular velocity of the rotor [rad/s], 

r    is angular velocity of the rotor [rad/s], 

    is rotor angle [rad], and t is time [s], 

m
P    is related to the power supplied by the SG unit, 

e
P    is related to the load power demand. 

 

When the damping component is included, the above equation becomes. 

 

r r

m e D

0 0

2H d
P P K

dt

 
− = +

   
(7) 
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where 

DK    is the damping coefficient. 

 

Equation (7) could also be represented in frequency (Hz) as 

 

m e D

0 0

2H d f f
P P K

f dt f

 
− = +

 
(8) 

where 

0f    is rated frequency of the power system [Hz], 

f    is the frequency of the power system [Hz]. 

 

The term 
d f

dt


 is well known as the rate - of - change - of - frequency 

(RoCoF) of the power system. The swing equation shows the relationship between  

the active power and the angular rotor velocity of an SG and is also correlated to  

the system frequency, as the term 
2

2

d

dt


 indicates the change in system frequency or  

the angular rotor velocity of an SG. Based on the swing equation, the system frequency 

can increase or decrease depending on the balance between the mechanical power input 

Pm and the electrical power output Pe. When (
m e
P P− ) is positive, the acceleration power 

a
P  is positive. 

In  th is  cond it ion , sy s tem  frequency  w ill in c rease , and  v ice  ve rsa .  

At a steady - state operating point, the frequency was maintained by regulating  

the generation load balance using a speed - governing system in the SG units. 
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Figure 6 The basic diagram of virtual inertia control system. 

 

Source: Thongchart, et al., 2021, p. 5 

 

The development of the virtual inertia control is based on the swing equation 

described above. Various topologies have been proposed for emulating virtual inertia, as 

summarized in [24], [25]. However, all of these topologies have the same main objective: 

to provide the additional inertia virtually into the power system using the power electronics 

interface. The general concept of the virtual inertia control system is shown in Figure 6.  

In general, the virtual inertia control system consists of an energy source, the inverter,  

and proper control for virtual inertia emulation. The energy source in the virtual inertia 

control system is usually an ESS. Other energy sources, such as wind turbines, could also 

be used. The emulation of virtual inertia by using wind turbines (i.e. doubly fed induction 

generator (DFIGURE) wind turbines) is more commonly referred to as synthetic inertia. 

However, for better operational flexibility, an ESS should be used as an energy source. 

The idea of virtual inertia is based on the implementation of the swing equation 

of an SG into the inverter of inverter - based RESs generation units so that the inverter 

(which is inertia - less) can be controlled to emulate the inertia characteristic of an SG. 

The term virtual inertia refers to the fact that the inertia characteristic of an SG is 

emulated without utilizing any kind of rotating mass. The control for virtual inertia 

emulation is used to determine the required inertia power output from the virtual inertia 

control system. 
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To emulate the virtual inertia, there are various available approaches to virtually 

emulate the inertia characteristic of an SG, as summarized in  [19]. Among the available 

approaches, virtual emulation - based on the rate - of - change - of - frequency (RoCoF) 

of the system is the simplest and most fundamental method for emulating the virtual 

emulation - based on the RoCoF of the system. The virtual inertia power in this virtual 

inertia emulation method is calculated using Equation (9) based on Equation (8). 

 

VI V 1 D

d f
P K K f

dt


= +   (9) 

where 

VI
P    is output virtual inertia power of virtual inertia control units, 

V1
K    is virtual inertia constant gain. 

 

In this method, the virtual inertia power of virtual inertia control units is directly 

emulated by using a derivative term ( d f / dt ). The virtual inertia can be emulated by 

simply incorporating derivative control into the controlled inverter - based on the frequency 

measurement of the system. The derivative control - based virtual inertia control is utilized 

in [26, 27] and the more advanced applications of the derivative control  - based  

virtual inertia control are presented in [28]. 

 

Fundamental Virtual Inertia Synthesis and Control 

The integration of distributed generators (DGs) and renewable energy sources 

(RESs) into traditional power system - based synchronous machines is immediately 

increasing owing to the energy crisis, environmental concerns, and economic growth. 

Together with the deployment of a modern (distributed) power system concept called  

the microgrids, such systems are suitable for integrating DGs/RESs into the distribution 

system [29]. Consequently, DGs/RESs have been developed into highly shared structures 

in modern power systems. Favorably, the consumers do not need to rely on the faraway 

traditional generation during a fau lt and they can have better power quality.  
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On the contrary, high DGs/RESs integration could cause critical frequency stability 

problems in the system as follows.  

Firstly, a high DGs/RESs penetration curtails the number of traditional generating 

units, which directly contribute the initial response and reserve power for primary and 

secondary frequency control, resulting in larger frequency excursions and degradation of 

system stability and resiliency. 

Secondly, the DGs/RESs - based generation naturally has nonexistent or  

low - inertia and damping properties due to the deployment of power electronics 

interfaces (i.e., inverters/converters). This power electronics interface has no rotating mass, 

which is the prominent ability in providing inertia and damping properties for slowing down 

the frequency change during a disturbance. The lack of system inertia and damping results 

in an increase in the rising rate - of - change - of - frequency (RoCoF), leading to abrupt 

frequency variations with larger amplitudes and load shedding, even at a small 

disturbance (see Figure 7). Accordingly, DGs/RESs - based generation may not engage in 

frequency control during normal system operations [30].  

Therefore, penetrating DGs/RESs into the power system will undoubtedly lead to 

a reduction in the inertia and damping of the entire system, which can cause negative 

impacts on the power system dynamics, frequency/voltage regulation, and other operation 

and control issues. In the worst case, these problems can cause system instability, 

cascading failures, and power blackouts. 

In response to the stability challenges driven by low system inertia and damping, 

a solution for stabilizing a modern power system is to synthesize additional inertia and 

damping virtually, allowing a high DGs/RESs participation in system operation [22].  

Virtual inertia synthesis and control can be constructed by the short  - term energy 

storage, power electronics converter/inverter, and advanced inertia control mechanism in  

the system that is called the virtual synchronous machine (VISMA) or virtual synchronous 

generator (VSG) concept [31]. The virtual inertia control system operates as a real 

synchronous machine/generator to provide virtual inertia and damping for short time 

intervals. Consequently, the idea of virtual inertia can be fundamental for regulating  

a large portion of DGs/RESs in today ’sand future power systems without compromising 
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system stability, reliability, and resiliency. Literature reviews, including past achievements 

on virtual inertia control and its applications, have been reported in  [32]. The reports 

confirmed that the applications of virtual inertia control could offer uninterruptable power 

transfer between grid - connected and islanded operations. 
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Figure 7 Comparison of frequency dynamic response between in modern 

power systems dominated by DGs/RESs and conventional power system 

dominated by synchronous generators. 

 

Source: Thongchart, et al., 2021, p. 62 

 

The principle of virtual inertia control can be implemented either to a single 

RESs/DG or a group of RESs/DGs. Implementing a single RES/DG might be suitable for 

individual owners of DG/RES. By implementing a group of DGs/RESs, it is easier and more 

economical to control in the network/grid aspect [19]. Figure 8 displays the fundamental 

structure of the virtual inertia control. It consists of an energy storage system (ESS), 

inverter, and inertia control mechanism. Then, the virtual inertia is synthesized into  

the system by regulating the active power via the inverter in inverse proportion to  
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the rotor speed. From the network point of view in regards to higher frequency noise 

triggered by switching of invertor’s power transistors  [33], it is noted that there is no 

difference between the electrical component of virtual inertia control and the electrical 

appearance of the electromechanical synchronous machine. Due to the inertia 

compensation principle, the virtual inertia control should absorb or inject active power; 

thus, the nominal state of charge (SoC) of the ESS in its system should be operated at 

50% of its nom inal capacity during a stationary (steady  - state) circumstance.  

However, depending on the SoC situation, the operation of the virtual inertia control can 

be changed owing to the specified upper and lower limits (e.g., 20% for the lower limit 

and 80%  for the upper lim it). These lim its can also be evaluated - based on  

the technology used in the ESS. During such limits, the virtual inertia control is operated in 

the inertia control mode when the energy in the system is lacking due to the unbalance 

between generation and load. However, the virtual inertia control is operated in the virtual 

load mode when the energy in the system is excess. Finally, the emulated power from  

a virtual inertia control unit can be expressed as  [34]. It is noted that d f / dt  is  

the rate - of - change - of - frequency (RoCoF), f0 is the nominal frequency of  

the system, KVI is the virtual inertia characteristic/constant, DVI is the virtual damping 

coefficient/constant, P Inv is the nominal apparent power of the inverter unit, and P0 is  

the primary power that transfers to the inverter. 
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Figure 8 A fundamental concept and structure of virtual inertia control. 
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Generally, the initial rate of frequency variation presents the error signal with  

an equilibrium of zero; thus, the emulated power will be transferred only in the transient 

condition without restoring the system frequency to the nominal value. To deploy  

the frequency restoration ability for virtual inertia control, a frequency control droop must 

be added in terms of Equation (10). Considering Equation (11), the operation of the virtual 

inertia control can be explained in three main terms as follows: 

 

( )VI VI VI 0

f
P K d D f P

dt

 
= +  + 

 
 

 

(10) 

Inv

VI

0

2HP
K

f
=  (11) 

where 

f
d

dt

 
 
 

 is the rate - of - change - of - frequency (RoCoF), 

f0   is the nominal frequency of the system, 

KVI   is the virtual inertia characteristic/constant, 

DVI   is the virtual damping coefficient/constant, 

PInv  is the nominal apparent power of the inverter unit, 

P0   is the primary power that transfers to the inverter. 

 

The first term: which is known as the virtual inertia, can emulate the inertia 

behavior from a synchronous generator. This term decreases the maximum deviation of 

the rotor speed and curtail the system frequency nadir/overshoot after a disturbance.  

In this term, power is absorbed or generated by the negative or positive initial RoCoF. 
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The second term: which is known as the virtual damping, can emulate  

the damper windings effect of a synchronous generator. The DVI must be selected so that 

the emulated power to be equal with the nominal power of the virtual inertia control 

system when the system frequency oscillation occurs at the specified maximum value.  

This term suppresses the oscillation of the system frequency after a disturbance,  

resulting in a faster stabilization time of the system. 

The third term : represents the nominal primary power transferred to the 

inverter unit, generating constant power. In addition to K VI and DVI, they are negative 

constants that must be constant so that the virtual inertia system can exchange its 

maximum active power when the maximum specified frequency deviation and RoCoF 

occur. Increasing KVI and DVI indicates that more power will be absorbed or injected for a 

similar amount of RoCoF and frequency deviation. By combining these three terms, the 

virtual inertia control system is equally effective for electromechanical synchronous 

generators. 

Considering a practical synchronous machine, the energy absorbed by  

the damping term is drained by the damping winding resistance. In the case of virtual 

inertia control, this power is consumed by the energy storage system to balance  

the power of the system. 

To select a suitable energy storage type for inertia control, some important 

parameters must be considered, such as the power of the generating unit, maximum 

power of loads, averaged SoC during normal operation, operating time, and control  

delay [35]. 

 

Virtual Energy Storage System Using Inverter air conditioners and 

Photovoltaic Capacity 

The IACs can be used as virtual energy storage all day. However, during  

the daytime (8.00 - 18.00h), the ambient temperature was very high. The virtual energy 

storage systems (VESS) charging capacity may not be sufficient for supporting virtual 

inertia and frequency regulation because of the high IAC power used to regulate  

the difference between the setting and ambient temperatures [14].  The PV generators can 
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support virtual inertia emulators and frequency regulation during the day. However, when 

the PV generator operates at maximum power generation, a reduced power generation 

VESS is performed.  The VESS capacity was sufficient for supporting the virtual inertial 

emulator throughout the day. 

PV and wind turbine generators can be used to reduce system inertia, as 

proposed in the literature [36]. Nevertheless, the main contribution of this study is the use 

of inverter air conditioners as the main component of virtual energy storage systems to 

provide virtual inertia and frequency regulation. Owing to the high ambient temperature 

during the daytime, the IAC may operate at maximum power consumption and may not 

provide sufficient power to support the virtual inertia emulator. Wind turbine generators 

were used as part of the virtual energy storage system in this study. 

However, conventionally, the wind speed during the day is lower than that at 

night [37]. Wind power generation during the daytime may not be sufficient for frequency 

regulation in this study. Therefore, the PV generator is used in this work because PV 

generators operates in the daytime and can reduce power to support frequency regulation 

when the IACs cannot consume more power to regulate the microgrid frequency. 

 

Frequency Regulation Concept 

Frequency regulation is related to the energy balance between load demand and 

generation, which is of great significance and is recognized as a high  - priority area by 

most operators [19]. Any disturbance that leads to an imbalance between the generation 

and load can cause an abrupt change in the system frequency, resulting in frequency 

oscillations. Frequency oscillations may affect system stability, operation, and resiliency. 

Large frequency oscillations can damage equipment, deteriorate load performance, 

overload transmission lines, trip protection relays, and, in the worst case, lead to system 

collapse and wide - area power blackouts. 

The frequency of the system  is proportional to the rotating speed of  

the generator. Thus, the frequency control issue may be directly transformed into a speed 

control issue for the generator turbine units. This problem was solved by applying  

a governing system that could track the generator speed and adjust the input value to 
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change the mechanical power output to follow the load variation and reduce the frequency 

deviation. Subsequently, the secondary control action restores the frequency to its  

nominal value. 

Based on the frequency oscillation (deviation) territory, the natural response 

called inertia power compensation, along with primary control, secondary control,  

tertiary control, and emergency control may be needed to regulate system frequency. 

From Figure 9, 
0f  is the nominal frequency (e.g., 50 Hz or 60 Hz), and 1f , 2

f , 3
f   

and 
4
f  reveal frequency oscillation territories with respect to various operating  

conditions - based on permittable frequency operating standards [19]. 
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Using load frequency control (LFC)
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Figure 9 Operating control schemes with regards to frequency deviation size. 

 

Source: Thongchart, et al., 2021, p. 14 

 

During normal operation, the small frequency oscillations could be diminished by 

the inertia compensation and primary control. For larger frequency deviations  

(abnormal operation), based on the available reserve power, the secondary control can 

restore the system frequency back to the steady state or nominal value. For a critical load 
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generation mismatch with fast frequency variations during a significant disturbance/fault, 

the operation of secondary control may be insufficient to restore the system frequency 

back to the steady state. In such circumstances, it is necessary to activate the unusual 

operations of tertiary control, emergency control, and protection schemes, reducing the risk 

of cascading failures, load or grid/network separation events, and additional generation 

events [38]. 

Following a disturbance or event, the inertia power compensation in the rotating 

units respond within less than 10 second to arrest the initial frequency deviation. Then,  

the primary control loop in a governor - turbine unit is activated within 3 second and fully 

released to the system within 10  second. This service will be maintained, where 

necessary, up to 20–40 second. As soon as the system is stable, the system frequency 

recovers back to a fixed value, but it might be distinct from the nominal value as  

the generator droop generates a proportional type of action. Then, the secondary control is 

activated following the inertia compensation and primary control timescales and can be 

activated up to 30 minutes after a disturbance. This control can reestablish the nominal 

frequency and interchanged power by a distribution of the controlling power. In some 

critical disturbances or events, if the system frequency rapidly drops and reaches  

a decisive value, the tertiary and emergency controls are significantly needed to recover 

the frequency. If such actions are not taken, it may lead to critical under speed, causing 

the tripping of generators, cascading failures, and wide - area power blackouts. Tertiary 

control is applied to manage congestion, recover the secondary control reserve, and 

restore the frequency and tie line power to their fixed values when the secondary control 

reserve is insufficient. This service is frequently called manual frequency control and 

involves connecting and disconnecting power, relocating the output from frequency control 

participating units, and load demand side regulation. 

In a conventional power system dominated by synchronous generators,  

the conceptual frequency response model, including four frequency control loops  

(i.e., primary, secondary, tertiary, and emergency controls) in a simplified structure, is 

shown in Figure 10. Frequency control loops are typically available. The market operator 

can balance the load generation of the system considering economy, reliability, and 
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resiliency. The operator can change the participation factors of the setpoint of all 

generators and power dispatch via secondary control and tertiary control. The operator can 

also perform generator tripping or load shedding in emergency situations. 

 

Tertiary/Emergency Control
by market operator / load-shedding, generator rescheduling/tripping

Secondary Control
by load frequency control (LFC)

Primary Control
by automatic/turbine-governor

Inertia
Compensation by rotating mass

0 s 30 s 15 min 75 min Time (t)

Conventional Power System-based Synchronous

 
 

Figure 10 Timescale of frequency dynamic control for conventional power 

systems dominated by synchronous generators. 

 

Source: Thongchart, et al., 2021, p. 15 
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Figure 11 Conceptual frequency response structure with frequency control loops 

for a conventional synchronous generators - based power system. 
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In Figure 11, 
m

P  is the generated power change from a generating unit, 

 
Tie

P  is the change of interchanged power among areas, 
L

P  is the power change from 

load demand (as a disturbance), b  is the area bias factor, R  is the primary droop 

constant, a  is the participation factor of a generating unit in frequency control,  

f  is frequency dev ia tion of the system , and Pri
P , 

Sec
P , 

Ter
P  , and 

Emer
P   

are the control action signals for primary, secondary, tertiary, and emergency controls, 

respectively. 

The grid frequency is regulated by the SG rotors, where the mechanical inertia 

and damping determine the frequency characteristics following the swing equation.  

To properly design the VIC and FDC of PV systems, the mechanism of the swing equation 

should first be investigated. Specifically, the swing equation is given as 

 

Pm Pe 2H D( 1)

1

− =  + −

 =  −
 (12) 

where 

Pm and Pe is the mechanical power and the electromagnetic power of the SG, 

H and D  is the inertia constant and damping coefficient, 

   is the internal voltage phase angle of the SG. 

 

All the variables here and thereafter are per - unit values. 

 

D

1
2H

1
s

1
s

Pm

Pe

    •  
 

 
 

Figure 12 Diagram of the swing equation of the SG rotors, where   

indicates the frequency deviation. 
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The swing equation can be graphically represented as shown in Figure 12, where 

the inertia constant H and damping gain D determine the dynamics of the active power 

and frequency. Specifically, the inertia constant mainly determines the derivative of  

the frequency (i.e., the RoCoF), whereas the damping gain affects the frequency deviation 

more. In turn, in large - scale power systems, the RoCoF is highly dependent on the total 

inertia of the system, whereas the steady - state frequency deviation relies more on  

the total damping of the system. To further demonstrate the impacts of the inertia constant 

and damping gain on the frequency dynamics [39]. 

 

Inertia Power Compensation 

In  trad itiona l pow er system s dom ina ted  by synchronous m ach ines,  

the synchronous generators generate active power and kinetic energy, regulating  

the system frequency. The rotating mass in the rotor of a synchronous machine generates 

inertia power with the unit of Joule - seconds (J·s) or Watt - square second (W·s2) for 

compensating the disturbances. The inertia power performs an important function in 

regulating the stability of the stable frequency of the system. 

Inertia is generated when the rotating/spinning mass, rotor, or prime mover of  

a synchronous generator continues to spin unless it breaks down or stops. Subsequently, 

the majority of the inertia is contributed by the physical rotating mass related to the power 

outputs of the synchronous generators, enhancing the inertial response of the system. 

Thus, a minimum level of total system inertia is indispensable for solving two main 

dynamic issues. The first is to decrease the initial rate - of - change - of - frequency 

(RoCoF) after a large disturbance, preventing a cascading disconnection of the generators. 

The second is to arrest the frequency decay and limit the frequency nadir following  

a generation trip or load increment. In addition, inertia is used to arrest the frequency 

increase and reduce the frequency zenith following a load trip or a generation increment. 

The associated issues were investigated and reported in [17]. 
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Figure 13 Schematic block diagram of a synchronous machine with respect to 

inertia power response. 

 

Source: Thongchart, et al., 2021, p. 17 

 

A schematic block diagram of a synchronous machine considering the dynamics 

of the inertia power response depicted in Figure 13 displays an overview of a typical  

36 kVA synchronous generator equipped with an alternator manufactured by ABB at  

the Institute of Electrical Power Engineering and Energy Systems (IEE), Clausthal University 

of Technology, Germany. The alternator unit generates the frequency which is matched to 

the prime mover speed from the generator unit. Thus, the generator speed must be 

accurately and responsively controlled by the inertia power and speed governor  

(i.e., primary control) inside the generator unit to ensure the constant/stable frequency.  

A sudden increase in the load causes the generator and alternator units to slow down 

momentarily until the governor can adjust its speed. This momentarily reduces both  

the frequency and the voltage of the system. If the load suddenly reduces, the generator 

and alternator will speed - up momentarily before the governor can adjust its speed, 

causing both the frequency and voltage of the system to momentarily increase. 

This section explains the dynamic model of frequency control, which pertains 

to inertia compensation and control, and how it is traditionally - based on the swing 

equation in synchronous machines as defined in [19]. 
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m e

s m e

P Pd
J T T

dt


= − = −

 
 (13) 

where 

s
J    is the moment of inertia with the unit of kg/m2, 

02 f =    is the angular velocity of the synchronous rotor (rad/s), 

0f   is the nominal frequency (Hz), 

m
T  and 

e
T  are the mechanical and electrical torque for the generator, 

m
P  and 

e
P   are the mechanical and electrical power for the generator (W). 

 

In conventional power systems, there is often a disparity between the demand 

for electricity and its generation ( P ). When this occurs, the kinetic energy (
kinetic

E ) stored 

in the rotating mass of a power generator is utilized to counteract the initial speed 

fluctuation. The frequency of the system  is determ ined by the rotor speed of  

the generator. Consequently, any alterations in the rotor speed lead to changes in  

the system frequency, causing a deviation from the normal frequency value. The power 

generated by the generator in terms of kinetic energy can be represented using  

Equation (14). 

m_ inertia kinetic

d
P E

dt
 =  (14) 

 

Primary and Secondary Control 

The power system frequency stability relies on the active power balance 

between the load and generation. The active power change at one point of a system 

affects the entire network by the deviation of the frequency. Thus, system frequency 

offers a useful index to signify an unbalance between system generation and load 

demand. Any short - term unbalance leads to an immediate variation in system frequency 

since the disturbance has been originally arrested by the inertia (kinetic) power of the rotor 

from 1 to 5 second. Significant loss of the generation without a suitable system control 

action creates severe frequency excursions outside the operating range of the power 

plant. Consequently, primary and secondary control schemes are required to avoid stability 

issues. These control schemes are the basic frequency control loops in power systems. 
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The power generated by a generator is determ ined by the mechanical  

power produced by its rotor or prime mover, such as a diesel engine, steam turbine,  

hydro - turbine, or gas - turbine. For hydro/steam turbines, the mechanical power is 

regulated by opening or closing valves, which control the flow of water or steam into  

the turbine. It is essential to continuously supply water or steam to the generators to 

match the actual power demand. A decrease in machine speed can cause a change in  

the frequency. To ensure the reliable operation of the power system, the system 

frequency should be maintained close to the nominal frequency of 50 or 60 Hz,  

depending on the system. 
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Figure 14 A schematic diagram of a synchronous generator with primary and 

secondary controls. 

 

In terms of multiple operating generators, the primary control is equipped as  

a basic frequency control in all synchronous generators, while several large synchronous 

generators are provided with secondary control. A schematic diagram of a synchronous 

generator equipped with the primary and secondary controls is shown in Figure 14.  

The frequency experiences the transient deviation ( f ) after a load change (
L

P ),  

the feedback mechanism automatically activates and provides a suitable control signal  

( g
P ) for the turbine unit to decrease or increase the mechanical power (

m
P ) in  

a generation unit, tracking the load change and restoring the system frequency. 
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Table 2 shows the relation between power mismatch and frequency deviation. 

Generally, the frequency deviation indicates the power unbalance of the system and it 

should be regulated by using frequency control. Frequency control aims to balance  

the generated power and electrical demand to achieve a power system operation at  

the nominal system frequency. When the system frequency is higher than the nominal 

frequency due to over - generation (
m e

P P or 
L

P ), to recover frequency back to its 

nominal value, the 
m

P  must be reduced to achieve the balance with the 
e

P  or 
L

P .  

On the contrary, when the frequency of the system is lower than the nominal frequency 

due to lack of generated power (
m e

P P  or 
L

P ), the Pm must be increased to achieve  

the balance with the 
e

P  or 
L

P  and restoring frequency to its nominal value. 

 

Table 2 Relationship between power mismatch and frequency deviation. 

Power mismatch 
Rotor speed (df / dt or 

d / dt ) 
Frequency deviation ( f ) 

m L
P P  Plus (acceleration) Increasing 

m L
P P=  

Zero (no 

acceleration) 
Stable 

m L
P P  Minus (deceleration) Decreasing 

 

The relation between mechanical power and electrical power can be 

represented by the swing equation in Equations (15) – (16). 

 

m e

df
P P M D f

dt
− = +   

 
(15) 

0
M 2H(inper unit)or M 2H / f= − =  (16) 

where 

M   is the moment of inertia with the unit of Js or Ws2, 

H   is the inertia constant, presented in a unit of second, 

0f    is the nominal frequency. 
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In addition to the primary control, the speed governor measures the variation in 

speed (i.e., frequency) through the loops of the primary and secondary controls.  

The hydraulic amplifier offers the required mechanical forces to adjust the primary valve 

against the h igh pressure from  water or steam . The speed changer de livers  

a steady - state power output setting for the turbine. 

At each generating unit, the speed governor delivers the primary speed control 

function, with all the generating units contribute to the frequency regulation without 

considering the locations of load variation. However, the primary control is not usually 

efficient to recover the frequency of the system, particularly in an interconnected system. 

Thus, the secondary control loop equipped in a large synchronous generator is applied to 

correct the load reference setpoint via the speed changer motor. The secondary control 

loop provides feedback on the measurement of frequency deviation via a dynamic 

controller. In real practice, a simple integral (I) or proportional  - integral (PI) controller is 

used as a dynamic controller. The output signal (P c) was then used to maintain  

the system frequency. 

 

Structure of Frequency Response Model 

The dynamic characteristic of the power system is usually time varying and 

nonlinear. However, to perform frequency control synthesis with respect to variation in 

load or output power of RESs, a linearized low order structure is used. The dynamic 

effects of the frequency response are quite slow compared with the rotor angle and 

voltage dynamics on the timescale of seconds to minutes. 

Moreover, to perform the analysis of slow and fast power system dynamics by 

analyzing the dynamics of generation and load in detail, complex numerical techniques are 

required to allow changes in the simulation time step with the amount of fluctuation in  

the system parameters. By ignoring the fast dynamics of the rotor angle and voltage,  

the complexity of the computation, data requirements, and modeling can be reduced. 

Therefore, the results and analysis were simplified. 

A simplified structure of the frequency response for the schematic diagram in 

Figure 15, considering one generating unit, is explained in this section. 
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The whole generator - load dynamic relation between the incremental mismatch 

power (
m

P  − 
L

P ) and frequency deviation ( f ) using Equation (17). 

 

m L

d f(t)
P (t) P (t) 2H D f(t)

dt


 −  = +   (17) 

where 

H  is the inertia constant, 

D   is the load damping coefficient. 

 

  Pm

 PL

+
-

H s D +

1

2
 f

 
 

Figure 15 Block diagram of the load generator model for frequency control 

study. 

 

The load damping coefficient is directly determined as a percent variation in load 

for 1% variation in frequency. For example, a specified value of 2 for D indicates that a 1% 

variation in frequency could result in a 2% variation in load.  Equation (17) is then 

transformed into a Laplace term using (18). 

 

m L
P (s) P (s) 2Hs f(s) D f(s) −  =  +   (18) 

where 

c
P   is the change (signal) of secondary control action, 

g
P   is the change (signal) of governor control action. 
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Equation (18) can be represented as a block diagram, which significantly reduces 

the complexity of the schematic block diagram of the closed loop synchronous generator 

model in Figure 16 [40]. The frequency response of a system relies on the integrated 

effects of the control droops of the speed governors (generators) and loads. 
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Figure 16 Frequency response model of a single - area system with multiple 

generators. 

 

( ) ( )
L L

ss

1 2 i T

P P
f

1 1 1 1D DR R R R

− 
 = = −

+ + + + +

 

 

(19) 

T

1 2 i

1
R

1 1 1
R R R

=
+ + +

 (20) 

 

where  

Ri   is the droop characteristic at the generator I, 

RT   is the equivalent droop characteristic. 
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Frequency Regulation in a Single - Area Power System 

To perform frequency stability study and analysis for a single  - area power 

system, it is common to model a multi generator dynamic behavior using an equivalent 

generator model, as displayed in Figure 17. Subsequently, the combined model in  

Figure 17 can be used as an equivalent frequency analysis model for all generators of  

a one - area power system. 
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Figure 17 Combined dynamic model of a non - reheat steam generator with 

inertia compensation, primary and secondary controls for frequency analysis. 

 

Source: Thongchart, et al., 2021, p. 30 

 

In addition to the system loads and generators, the equivalent model combines 

the damping effects into a single damping factor/constant. The equivalent system inertia 

constant is assumed to be equal to the sum of the inertia constants of all generating units. 

Nevertheless, the generator turbines and individual control loops have similar control 

parameters and response behaviors. It should also be noted that the equivalent  

structure is useful only for simplifying the frequency stability study and analysis of  

an isolated system. 
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Table 3 Simulated parameters for the isolated system. 

Parameter Value 

Gain of integral controller, Ks(s) 0.35 

Governor time constant,Tg(s) 0.07 

Turbine time constant,Tt(s) 0.37 

Governor droop constant,R(Hz/p.u.) 2.60 

Bias factor,b  (p.u. s) 0.98 

System inertia constant,H(p.u. s) 0.083 

System load damping coefficient,D(p.u./Hz) 0.016 

 

The dynamic response of the single - area power system due to sudden (step) 

changes of the load disturbance (0.02 p.u. at 3 s and 0.01 p.u. at 15 s) is plotted in  

Figure 17. This figure shows the importance of the primary and secondary control 

deployments during disturbances. By applying only primary control, it is obvious that  

the frequency of the system cannot be restored to its nominal value. By integrating  

the secondary control into the system, the system frequency can properly restore its 

nominal value within a few seconds. Evidently, the frequency nadir and overshoot of  

the system significantly reduce. The system parameters for the conducted simulation are 

shown in Table 3. The simulation is performed using the MATLAB/Simulink environment 

[40]. To investigate the effect of inertia power compensation, the system inertia constant 

was reduced by 50% from its nominal value and dynamic response. Due to the reduction 

of inertia power, it is obvious that the inertial response of the system consequently 

reduces, resulting in higher RoCoF. Consequently, it yields a larger frequency overshoot 

and nadir, which requires a longer stabilizing time after the disturbance. Moreover, 

following the disturbance, the generated power fluctuated more, leading to stress in  

the generating unit. 
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Analysis of Steady - State Frequency Response 

To perform the frequency response analysis, it is assumed that all generator units 

i in a control area j are non - reheat steam systems and are represented by Equation (21). 

 

ij

gij tij

1 1
M (s)

1 sT 1 sT

   
=    

+ +   

 (21) 

 

Then, the frequency deviation in area j can be obtained using Equation (22). 

 

n

j mij Lj Tie, ji 1
j j

1
f (s) P (s) P (s) P (s)

2H D

=

  =  −  − 
 +

 (22) 

where 

mij ij Cij Pij
P (s) M (s) P (s) P (s) =   −     (23) 

 

To examine the effect of inertia power compensation, the system inertia 

constants for all areas were reduced by 50% from their nominal values and dynamic 

response. Due to the reduction of inertia power, it is obvious that the inertial response of 

all areas consequently reduces, resulting in higher RoCoF and larger frequency overshoot 

and nadir, with longer stabilizing time after the disturbances. Moreover, following  

the disturbance, the generated power in all areas is more fluctuating, leading to the stress 

in all generating units. 

 

j

Pij

ij

f (s)
P (s)

R


 =  (24) 

 

In the equations above, P
P  is the change (signal) in primary control action, 

C
P

is the change (signal) in secondary control action, and 
Tie

P  is the tie - line power change 

for an interconnected power system. In a single  - area power system, 
Tie

P 0 = .  

The 
ij

a  is the frequency control participation factor in the control area j f o the generator 

unit i, which will be explained in the following section. 
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Substituting Equations (23 - 24) into Equation (22) the resulting equation can be 

represented as Equation (25). 

 

i

j ij Cij Lj Tie, j

j j ij

1 f (s)
f (s) M (s) P (s) P (s) P (s)

2H D R

  
 =   − −  −   

+    

 (25) 

 

For load disturbance analysis, 
L

P  is considered as a step function in  

Equation (26). 

 

Lj

Lj

P
P (s)

s


 =  (26) 

 

Substituting Equations (25 - 26) the resulting equation can be summarized as 

Equation (27). 

 

Lj

j ij Cij Tie, j

j j

P1
f (s) M (s) P (s) P (s)

L (s) sL (s)


 =  −  −    (27) 

where 

ij

j j j

ij

M (s)
L (s) 2H D

R
= + +  (28) 

 

By substituting Equation (21) into Equations (27 - 28) and applying the final value 

theory, the steady - state frequency deviation of the system can be obtained using 

Equation (29). 

 

( )ss , j j Cij Lj
s 0

j

1
f lim f (s) P P

L (0)→
 =  =  −   (29) 
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A ssum in g  th a t 
Tie

P  is  e q u a l to  z e ro  a t th e  s te a d y  - s ta te , th u s  

Equation (30) - (31). 

 

( )n

Cj ij ji 1s 0
P lim M (s) P (s)

=→
 =   

 
(30) 

n

j j ji 1
ij Tj

1 1
L (0) D D

R R

=

= + = +  (31) 

where 

Tj
R    is the equivalent droop characteristic for area j and is represented. 

 

n

i 1
Tj ij

1 1

R R

=

=  (32) 

 

Based on Equation(20), 
j

L (0)  is equivalent to the frequency response 

characteristic of the system ( j
b ) using Equation (33). 

 

j j

Tj

1
D

R
b = +  (33) 

 

By applying Equations (29), (31), can be rewritten as Equation (34). 

 

Cj Li

ss , j

Tj j

P P
f

1 / R D

 − 
 =

+ 
 (34) 

 

From Equation (34), it can be seen that if the magnitude of the disturbance 

matches w ith the available power reserve via secondary control ( Cj Li
P P =  ),  

the system frequency deviation becomes zero at the steady - state condition. For large 

generating units, a suitable 
ij

R  is between 0.05 and 0.1.  
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In the case of a small value of 
j

D  and 
Tj

R , Equation (34) can be reduced using 

Equation (35). 

 

( )
( )Cj Li Tj

ss , j Cj Li Tj

Tj j

P P R
f P P R

R D 1

 − 
 =   − 

+
 (35) 

 

In the case of no secondary control ( Cj
P 0 = ), the frequency deviation in  

steady - state depends on the magnitude of the disturbance using Equation (36). 

 

( )Li Tj

ss , j

Tj j

P R
f

R D 1

−
 =

+
 (36) 

 

To simplify the dynamic frequency analysis, the governor turbine time constants 

were considered to be smaller than the time constant of a power system (rotating mass 

and load). Thus, it is acceptable to assume that 
gi

T  and 
tj

T  are zero. Under this condition, 

Equation (27) can be reduced using Equation (37). 

 

Lj

j 1
RTjj

P 1
f (s)

s 2H D

 
  −  

+ + 

 (37) 

 

By simplifying Equation (37) and arranging it into partial fractions, the resulting 

equation can be represented using Equation (38). 

 

( )Lj Tj

j R D 1Tj j
2H Rj TjTj j

P R 1 1
f (s)

R D 1 s s
+

−  
  + 

+ + 
 (38) 

 

By substituting Equations (36) – (38), the resulting equation can be represented 

as Equation (39). 
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j ss , j

j

1 1
f (s) f

s s

 
   − 

+  

 (39) 

where 

j
    is the time constant of the closed - loop system represented as: 

 

Tj j

j

j Tj

1 R D

2H R

+
 =  (40) 

 

By applying the inverse Laplace transformation to Equation (39), the equation 

can be rewritten in terms of the time domain by using Equation (41). 

 

( )( t )j

j ss , j
f (t) f 1 e

−
   −  (41) 

 

The AC Microgrids 

A microgrid is a localized group of electricity sources and loads that are normally 

connected to and synchronous with the traditional large - scale power grid (microgrids). 

But can also disconnect to "island mode" and function autonomously as physical or 

economic conditions dictate. Microgrids can be powered by a variety of sources including 

solar, wind, and fossil fuels. They are often used in remote, rural, or urban areas to 

improve the reliability and resilience of the overall power system [41]. 

Where the energy sources are connected through a low - voltage distribution 

network coupled with the electrical loads. In this structure, the sources and loads are 

placed close to each other, and for the smooth operation of the microgrids, the storage 

devices are also connected in the system. The system configuration of the AC Microgrids 

investigated in this study is shown in Figure 18. It consists of a wind turbine generator 

(WTG), diesel engine generator (DEG), fuel cell (FC), photovoltaic system (PV), battery 

energy storage system (BESS), and flywheel energy storage system (FESS). Mathematical 

models consist of the first - order transfer functions of the subsystems that constitute  

the system. 
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Figure 18 Configuration of AC Microgrids Investigated. 

 

The total power generated (Ps) of the AC Microgrid is the total of all the output 

powers of the power of WTG (PWTG), DC - AC converter connected to FC (PFC), PV (PPV), 

exchanged power of BESS (PBESS), power of FESS (PFESS), and output power of DEG 

(PDEG). Ps was determined using Equation (42). 

 

S WTG PV FC DEG FESS BESS
P P P P P P P= + + +    (42) 

 

Table 4 Parameter values. 

Rated Power (KW) Load (KW) 

WTG 125 PL1 220 

PV 25   

FC 70   

DEG 150 PL2 200 

FESS 40   

BESS 40   
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Figure 19 Block diagram representation of frequency Response model of  

an AC microgrid. 

 

Source: Amandeep and Sathans, 2016, p. 3 

 

Table 5 AC Microgrid Parameter Values. 

Parameter Values 

D (p.u./Hz) 0.015 

H (p.u./s) 0.1667 

TFESS (s) 0.1 

TBESS (s) 0.1 

R (Hz/p.u.) 3 

Tg (s) 0.08 

Tt (s) 0.4 

TI/C (s) 0.004 

TIN (s) 0.04 
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The ratings of the DG units and loads adapted from literature are listed in   

Table 4. For frequency regulation, the DEG functions as a spinning reserve with a small 

amount of power. A block diagram representation of the frequency response model of  

the AC Microgrid is shown in Figure 19, and the parameter values are listed in Table 5. 

 

Cyber Attacks  

The local controller requires the state information of its neighborhood to assist in 

regulating local system dynamics. Because the state transmission process depends on 

open communication networks, which exposes the multi  - area power system to 

cyberattacks, it is presumed that adversaries are familiar with the system’s interaction 

topology and can arbitrarily launch cyberattacks - based on their particular attempts. 

Before the state information is transm itted from the neighboring control centers  

to the locals, adversaries may filch the default code in some ways to enter the data 

sending unit and falsify the measurements of states. During the transmission process,  

they may tamper with the communication protocols of the vulnerable networks.  

Both attacks ruin the true values of the state measurements and degrade the system 

dynamics of all areas [42]. 

From the perspective of adversaries, any category of cyberattacks (e.g., denial of 

service (DoS) attacks and false data injection (FDI) attacks) can be initiated. FDI attacks 

show more powerful attacking capability, which can corrupt the transmission in any tricky 

form, and cyberattacks on the state transmission process (open communication links) as 

FDI attacks. The practical received state measurement of area i transmitted from area j 

under FDI attacks is depicted using Equation (43). 

 

j j j j
y (k) y (k) G g (k)= +  (43) 

where 

j
y (k)   is the true measurement from sensors of area j, 

j j
G g (k)  indicates malicious data injected into the open communication links. 
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Cyber Attacks Scenarios 

Remark 1: The field sensors are susceptible to cyber intrusions, and an attacker 

can easily hack into sensors that perform local machine speed measurements. 

Nevertheless, one machine speed measurement is processed through the private channel, 

which is deemed to be invulnerable to attacks by a sufficiently high level of security. 

Remark 1 explains the situation (position) in which the attacker can implement attacks. 

Remark 1 is understandable and pragmatic in that field sensors for machine speed 

measurement are the most critical elements for frequency destabilization, whether in  

a distributed or centralized control mode, and the rudimentary protection measures of 

sensors are likely to be considered for this type of attacks, which can be easily penetrated.  

Remark 2: The reference value for distributed control (tracking) in this study is 

assumed to be vulnerable to cyber intrusion, which means that the attacker can infiltrate 

the distributed system and falsify the reference value. Remark 2 further pushes  

the boundary of attacks scenarios into a contro l parameter (reference value)  

distortion - based on the misrepresentation of the feedback state information. It must be 

noted that the control parameter is another important element for guaranteeing  

the success of controller execution. It has become a natural and primary target of 

cyberattacks. 

 

Robust and Resilient Distributed Optimal Frequency Control 

To make the distributed optimal frequency control robust against cyberattacks,  

a set of auxiliary agents (AAs) corresponding to each of the control agents (CAs) is 

introduced. The state vector of these AAs is denoted as  
T

1 n
Z Z ,Z= , which are 

cyber states with no physical meaning designed to maintain stability of the overall system 

in the presence of cyberattacks. 

The CAs and AAs are interconnected by another layer of communication network, 

which is denoted as auxiliary network 
h

 . The fast - growing 5G communication, which 

enjoys merits of low - latency and cost - effectiveness, provides an ideal platform to 

implement the proposed distributive controlled cyber - physical MGs, network slicing 

approach has been developed to partition one shared physical infrastructure into multiple 
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virtual networks. The configurations among various slices, such as security functions, are 

independent and do not affect each other. Therefore, it is possible to confine the impact of 

security requirements to a single slice, rather than to the whole network. When the control 

network 
s

  and auxiliary network 
h

 of the proposed robust and resilient distributed 

control are implemented in two isolated slices. Assumption 1, as presented below, can be 

satisfied with a very high possibility. Meanwhile, facilitated by software  - defined 

networking approach, the topologies of 5G communication slices 
s

  and 
h

  can be 

flexibly programmed. Specifically, it is required that the communication topology of 
h

  is 

designed to be the same as
s

 , i.e., CA(AA) j can communication to AA (CA) i  if and only 

if 
s

(i, j)  in 
s

 , as illustrated by Figure 20. 

 

Auxiliary Network
 h 

Ai Ci

Gi

Auxiliary Agent i Control Agent i Local Control Signal

Auxiliary LinkControl LinkDG i

Control Network

Physical Network
 s 

G6 G5 G4

A1 A2 A3

A6 A5 A4

C1 C2 C3

C4C5C6

 G3G2G1

 
 

Figure 20 Illustrative diagram of the cyber – physical MG and  

the communication architecture. 

 

Source: Liu, et al., 202, p. 379 
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Assumption 1: The control network 
s

  and the auxiliary network 
h

  cannot be 

compromised simultaneously. Based on the cyber - physical infrastructure, the overall 

dynamics of interconnected CAs and AAs can be engineered using Equation (44). 

 

s l
C L z _As K k

 
= − +b −    

 
(44) 

z I zz H G k= − + b  −b +  (45) 

where 

CAs   is the dynamics of the CAs. 

L   is the Lagrangian matrix that interlinks the CAs. 

   is [ 1
 ,...,

n
 ]T 

Ik    is [ 
I 1k ,..., 

In
k ]T 

b   represents a sufficiently large control gain. 

s
K   is the interconnection matrix between the AAs and CAs. 

z   is the virtual state. 

zH   is local feedback matrix of AAs. 

G   is the interconnection matrix between the CAs and AAs. 


  and 

z   is FDI attacks imposing on CAs/AAs. 

 

The control parameters required using Equation (44) - (45) can be designed 

according to the following steps. 

Step 1: A  su fficiently  la rge : 0b   shou ld be agreed upon by a ll  

the CAs and AAs. 

Step 2: Local Feedback Parameters: For the CAs and AAs, local feedback of 

the frequency deviation is required with a gain vector 1

I T

K
k

1
= a

a
, where K1 is a positive 

control gain and 
T

P
k 1


a =  is based on the participation factor vector T

1 n
[ , , ] =  

and droop ga in  vector T

P P1 Pn
k [k , ,k ]= . The AAs do  not requ ire  any m utua l 
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communication but just local feedback, which indicates that H is selected as a diagonal 

matrix as 
2H K l= − with 

2K 0 . 

Step 3: Control Network Slice
s

 : The communication matrix L can be 

selected as any sparse matrix according to the communication topology of
s

 . Thus,  

the communication overhead required by 
s

  is the same as the conventional approach, 

i.e., Nc messages are distributivity transmitted at each time instant. 

Step 4: Auxiliary Network Slice
h

 : For communication from CAs to AAs,  

the interconnection matrix is G = L, and, thus, N c messages are required to be 

com m unica ted at each tim e instant. For com m un ications from  AAs to CAs,  

the interconnection matrix can be designed as ( )
s 1

K L K diag= − − a , which has  

the same structure as L, and thus the required communication overhead is also N c 

messages per time instant. Therefore, we conclude that 
s

  and 
h

  share the same 

communication topology, and the communication overhead of 
h

  is twice of that  

required by 
s

 . 

Attack - resilient control can adopt the same distributed communication topology 

a t the  cost o f a  treb ling  com m un ica tion  ove rhead . It shou ld  be  no ted  tha t  

the communication burden can be further alleviated by adopting the event  - triggered 

mechanism. During typical operation, AAs can be inactive until a specific alarm is  

triggered [43]. 

 

Model Predictive Control 

Model Predictive Control (MPC) is a feedback control scheme that generates 

control action - based on the open - loop optimization method over a finite horizon with 

the measured state as the initial state. In addition to being intuitively attractive (choosing 

an action - based on its impact in the future rather than just reacting to the present), MPC 

also offers the possibility of incorporating control and state constraints that few feedback 

control methods can claim. Stability is an important issue in the M PC algorithm.  

To guarantee the stability of the MPC algorithm, various constraints have been used.  

They include the terminal equality constraint, terminal inequality constraint, terminal cost, 

and a com bination o f the te rm ina l cost and constra in t. In  ou r study present  



 

 

 53 

a state - contractive constraint - based MPC scheme guarantees the stability of  

the MPC algorithm by introducing a state  - contractive constraint [44]. To describe  

the algorithm, we considered a discrete nonlinear system using Equation (46). 

 

x(k 1) f(x(k)) g(x(k))u(k)+ = +  (46) 

where  
nx R  The state variable 
mu R  The control variable 

k 1,2,=  The optimization problem at control step k  (k 1,2, )=  

 

min J(x, u )  
 

(47) 

u (k) {u(k 0),u(k 1), ,u(k M 1)}= −  
 

(48) 

subject to : 

x(k i) f(x(k i 1)) g(x(k i 1))u(k i 1)

i 1,2, ,M

= − + − −

=
 

 

(49) 

x(k 0) x(k)=  
 

(50) 

u ( ) U   
 

(51) 

 )

22 2 2
x(k 1) x(k 1 1) and x(0 1) x(0)

0,1

  − 


 

(52) 

where 

M   is the length of the predictive horizon. 
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The optimal control sequence at control step k  using Equation (53). 

 

 u (k) u (k 0),u (k 1), ,u (k M 1)= −  (53) 

 

The optimal state trajectory at the control step k corresponds to the optimal 

control sequence in Equation (53) using Equation (54). 

 

 x (k) x(k 1),x(k 2), ,x(k M)=  (54) 

where 

J(x,u)   The objective function 

u (k i 1)(i 1,...M)− =  The i  predictive control signal in u (k)  

x(k i)   The i  predictive state in x (k)  

x(0)   The initial state of the system 

x(k)   The observed state at control step k  

 

The inequality constraint in Equation (52) is the state - contractive constraint.  

The contractive constraint is updated at every control step. In other words, the system 

state will be contracted at every control step.  )0,1  is the contractive parameter.  

The control algorithm at control steps k . 

Data:  )x(0),M, 0,1 ,T (sampling time), 

Step 1: Set k 0= , 

Step 2: Solve SCC - MPC problem, result is the optimal control sequence using 

Equation (53), 

Step 3: u(k) u (k 0)=  to the system, 

Step 4: Update the necessary information for the next control step, such as  

the state - contractive constraint. Set k k 1= + , turn to steps 2. 

In Step 2 we assume that the control problem is feasible for all k, (k=1,2, …). 

This means that there always exists a solution that satisfies all constraints and renders  

the objective function finite. Without loss of generality, we assume that * *x ,u (0,0)=  is 

the equilibrium point of system. 
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MPC Method 

The MPC method is based on current measurements and predictions of future 

output values [45]. The objective of MPC is to determine a sequence of control moves, 

that is, the manipulated input variable, so that the predicted response moves to  

the set point in an optimal manner. Figure 21 shows the basic concept of the MPC. 

ca lcu lates a set of M  va lues of the input ( ) u k i 1 ,i 1,2,3,...,M+ − = .  

The set consists of the current input u(k) and M − 1 future inputs. The input is held 

constant after M controls move. The inputs are calculated so that a set of P predicted 

outputs ( ) y k i ,i 1,2,...,P+ =  reaches the set point in an optimal manner. 

 

Past Future
Set point (target)

Past output data
Predicted output data
Past control action
Future control action

Control horizone, M

Prediction horizone, P

Sampling instant

u
u

y
y

k-1 k k+1 k+2 k+M-1 k+P

 
 

Figure 21 Basic concept of MPC. 

 

Source: Jonglak and Issarachai, 2016, p. 99 

 

where 

y   is the actual output, 

y    is the predicted output, 

u    is the manipulated input, 

k    is the current sampling instant. 
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The prediction horizon, denoted by the variable P, represents the number of 

forecasts made, whereas the control horizon, denoted by the variable M, represents  

the number of control moves executed. Although a series of M control moves is computed 

at each sampling point in time, only the first move is performed. Following the availability 

of new  measurements, a fresh sequence of contro l moves was calcu lated at  

the subsequent sampling point in time; however, only the initial input move was 

implemented. This process was repeated at each sampling instant. 

The MPC predictions are made using a dynamic model, typically a linear 

empirical model such as a multivariable version of the step response or difference equation 

models. Alternatively, a transfer function or state - space model can be employed. 

The MPC technique resolves an optimization problem for a finite number of future 

time steps at the present moment. Consequently, the system can be represented by its 

finite impulse response using Equation (55). 

 
nT

ii 0
y(k 1) y(k) A u(k i)

=
+ = +  −  (55) 

where 

y(k)   is the vector of manipulated moves at time instance (k), 

u(k)   is the input at time instance (k), 

nT   is number of impulse response coefficients used modeling system, 

A   is the interaction matrix, 

δi   is the coefficient number and can be defined using Equation (56). 

 

i i 1 i i T
g g , 0, ,n

+
 = −  =  (56) 

where 

gi  is the scalar, 

giA  is the ith impulse response coefficient matrix. 

 

The MPC problem involves computing u(k) as solution quadratic program (QP). 
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TM

yj 1u (k ) M

T

u

min [y(k j) r(k j)] W [y(k j) r(k j)]

[u(k) u(k 1)] W [u(k) u(k 1)]


=

+ − + + − +

+ − − − −
 

nT

i 0

max max

y(k 1) y(k) A iu(k i)

u u(k 1) u(k) u u(k 1)

Subject to 
=

+ = +  −

−  + −    + −
 

(57) 

where  

r(k j)+  is the desired profile, 

Wy and Wu  are positive semidefinite weighting matrices, 

M   is the control horizon. 

 

Each weight (Wy, Wu) is assumed to be a constant multiplied by the identity 

matrix, which is appropriate for WTG blade pitch angle and PHEV control. In particular, Wu 

is often selected as sufficiently large that the rate constraints are satisfied [46]. 

 

MPC - Based VESS for Virtual Inertia and Frequency Regulation 

The proposed MPC - based VESS for virtual inertia and frequency regulation [47]  

is shown at the bottom of Figure 22. The VESS controller consists of two loops:  

the MPC1 - based indoor temperature and microgrid frequency regulation control loop and  

the MPC2 - based virtual inertia (or RoCoF ) control. 

In the initial iteration, the Model Predictive Control 1 (MPC1) simultaneously 

regulates the indoor temperature to a predefined reference value and minimizes  

the power system frequency deviation. MPC1 takes into account both indoor temperature 

and frequency deviations as its inputs, which are then appropriately weighted.  

The objective of the weighting process was to maintain a comfortable indoor temperature 

while maintaining the frequency deviations within acceptable limits. Meanwhile, in  

the second loop, MPC2 forecasts the inertial gain of the virtual inertia emulator.  

The predicted inertial gain is used to produce the RoCoF control signal. Thus, MPC2 

regulates RoCoF  deviation ( RoCoF ) to the reference value (
ref

RoCoF ) Finally,  

the control signals from the MPC1 and MPC2 loops were summed to obtain the control 

signal for regulating VESS power. 
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MPC1-based indoor 
temperature and frequency 

regulation

MPC2-based virtual inertia 
control

(a)

(b)  
 

Figure 22 Concept of MPC - based VESS control (a) MPC1 (b) MPC2. 

 

In addition, the power consumption of IACs may peak during daylight hours.  

To prevent excessive consumption and reduce high frequency deviation during 

emergencies, IACs cannot consume more power. The regulation of PV power generation 

through maximum power point tracking is employed to assist IACs in supporting  

the virtual inertia emulator. 

Inverter air conditioning (IAC) systems can be utilized for frequency regulation by 

adjusting parameters K1 and K2. These parameters can be replaced by controllers such as 

proportional - integral (PI) and model predictive control (MPC) controllers. However, 

studies have shown that MPC controllers are more effective than PI controllers in 

regulating indoor temperature and frequency deviations. Therefore, in this study,  

the power consumption of the IAC was controlled by MPC controllers to regulate indoor 

temperature and frequency deviations. 

The MPC1 - based indoor temperature and frequency controls are shown in 

Figure 22 (a). The feedback control signal 
uTF

 , calculated using MPC1, was employed to 

contro l indoor temperature and frequency deviation. The input of M PC1 was  

the summation of the weighted indoor temperature deviation 1
W T  and the weighted 

frequency deviation 2W f . The selection of indoor temperature weight w1 and frequency 

weight w2 is important because temperature deviation T  and frequency deviation f  

are affected by indoor temperature weight w 1 and frequency weight w2, respectively. 
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Figure 22 (b) shows MPC2 - based virtual inertia control. The inputs and outputs of  

MPC2 are the rate of change of the frequency deviation RoCoF  and initial gain of  

the VESS (Kv1), respectively.  

 

Small

Large

Small

Large

(a) (b)  
 

Figure 23 Impact of MPC1 is input (a) weights to w1 and (b) impact of w2. 

 

Figure 23 illustrates the effect of MPC1's input weights (w 1 and w 2) on  

the absolute indoor temperature deviation. 
indoorT  and absolute frequency deviation f . 

For explanatory purposes, this section uses w 1 and w2 instead of K1 and K2, respectively. 

In addition, 
indoor

T  and f  is changed to 
indoorT and f , respectively. Therefore, can be 

rewritten as Equation (58). 

 

IAC 1 indoor 2
f w T w f =  +   (58) 

 

When w 1 increases (w 2 = constant), 1
W T  increases and is minimized by  

the MPC1 procedure. Therefore, the indoor temperature deviation T  reduced more than 

the frequency deviation f . The red dotted lines indicate that a large indoor temperature 

weight 
1W  produces a small indoor temperature deviation T  and large frequency 

deviation f . When the frequency weight 
2W  increases (

1W = constant), 2W f  increases 

and is minimized by the MPC1 procedure. Therefore, the frequency deviation f  reduced 

more than the indoor temperature deviation T . The red dotted lines indicate that a large 
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frequency weight W 2 produces a small frequency deviation f , a large indoor 

temperature deviation T . For simplicity, the signs (±) of the indoor temperature deviation 

T  and microgrid frequency deviation f  are not considered. The signs of the indoor 

temperature and frequency deviations are shown in the subsection on tuning  

the temperature and frequency weights [48]. 



 

 

  

CHAPTER III  

 

RESEARCH METHODOLOGY 

 

This chapter introduces the research methodology. First, the problem formulation 

and modeling of the study system is explained. Next, the proposed improved resilient 

model predictive control (IR - MPC) for virtual inertia emulation by virtual energy storage 

system (VESS) under denial of service (DoS) attacks is introduced. Finally, the proposed 

enhanced resilient model predictive control (ER - MPC) based proton exchange membrane 

electrolyzers (PEMEL) control for frequency regulations under severe DoS attacks is 

explained. 

 

Problem Formulation and Modeling of The Study Microgrid 

In this section the problem formulation and modeling of the study microgrid is 

explained. First, microgrid control under DoS attacks is introduced. Next, the introduction to 

power system virtual inertia emulation is explained. Then, the microgrid model for  

virtual inertia control is described. Finally, the denial - of - service attacks modeling is 

described. 

 

Microgrid Control Under DoS Attacks 

In a microgrid, the controller is strategically positioned near distributed resources 

such as wind turbines, photovoltaic generators, inverter air conditioners, and virtual energy 

storage systems [49]. By receiving signals from the sensors and transmitting them to  

the distributed controller, the dynamic performance of the microgrid can be significantly 

improved. However, communication networks are prone to cyberattacks, which can 

negatively impact the stability, operation, and control of microgrids. 

The main aim of this study is to improve the functionality of microgrid control 

systems in the face of distributed denial  - of - service (DoS) attacks that target 

communication services in the transmission channel between the “Sensor” and 

“Controller” blocks, as shown in Figure 24. These attacks can disrupt communication 
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services [50], which can negatively impact the performance of controllers during  

the attacks. To address this issue, the proposed solution is an improved resilient model 

predictive control (IR - MPC) system that includes an “Attack detector” blocks to detect 

DoS attacks on the cyber - physical system and enhance the effectiveness of  

control actions. 

 

Microgrid Actuator Controller

Attack 
detector

Sensor

DoS attacks

Communication channel

 
 

Figure 24 Microgrid control under DoS attacks. 

 

Introduction to Power System Virtual Inertia Emulation 

The inertia of a typical power system refers to the rotating mass of its 

synchronous generators, which are connected to the power system network. The speed of 

this mass changes in response to changes in demand and supply. However, the increasing 

number of renewable - based distributed generators connected to power systems via 

inertia - less power electronic inverters is leading to a reduction in power system inertia. 

To address this issue, the emulation of virtual inertia from an inverter is a promising 

solution. Additionally, smart loads, such as smart air conditioners connected to the grid via 

inverters, can be used for virtual inertia emulation [48]. 

As explained in [23], a power electronic inverter was used to emulate the swing 

equation of synchronous generator to implement a virtual inertia control. The following is 

an expression for the synchronous generator swing in Equation (59). 
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2

r

m e 2

0 0

2H d 2H d
P P

dt dt

 
− = =

 
 (59) 

where 

m
P  and 

e
P   are the mechanical and electrical powers of the synchronous 

generator, 

H    is the inertia constant, 

0  and 
r  are the rated angular and angular velocities of the rotor, 

   is the rotor angle, 

t   is the time.  

 

When the damping component with the damping coefficient 
DK is included,  

Equation (59) becomes. 

 

r r

m e D

0 0

2H d
P P K

dt

 
− = +

 
 (60) 

 

For load frequency control problems, the angular velocity deviation ( r
 ) was 

changed to the frequency deviation ( f) . Thus, Equation (60) can be represented as 

Equation (61). 

 

m e D

0 0

2H d f f
P P K

f dt f

 
− = +  (61) 

where 

0f  and f   are the rated and instantaneous frequencies of the power system, 

d f / dt   is the power system rate - of - change - of - frequency (RoCoF). 
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Microgrid Model for Virtual Inertia Control 

V irtua l ine rtia  re fe rs to  the  ine rtia l support p rov ided  by  d is tribu ted  

non - synchronous generation, energy storage devices, or smart loads that resemble  

the inertial response of a conventional power plant with the aid of appropriate control 

techniques and power electronic interfaces [51]. The microgrid in question comprises  

a diesel power plant (DS), wind turbine generators (WTG), photovoltaic generators (PV), 

inverter air conditioners (IACs), and conventional loads. The primary source of inertia for 

the microgrid is the synchronous machine representation, which includes the governor and 

rotor inertia of the diesel power plant. WTG, PV, and IACs are integrated into the microgrid 

through power electronic converters, which typically have low and zero inertia [52]. 

Notably, no inertia or damping controllers were installed in any of the power generators. 

Consequently, the operation of the microgrid is significantly affected by wind and PV 

power generation, which reduces the inertia and damping characteristics of the system. 

This, in turn, compromises the stability and performance of the microgrid. To address this 

issue, a virtual energy storage system (VESS) was employed to provide the microgrid with 

virtual inertia and frequency regulation services. A VESS is a combination of PV power 

generation and inverter air conditioners. If the generated power is less than the load,  

the speed and frequency of the generator unit will decrease. Conversely, if the generated 

power surpasses the load, the speed and frequency of the generator units increase.  

The microgrid frequency deviation ( f)  can be obtained using Equation (62). 

 

DS PV WTG Load IAC

generated power demanded power

1
f P P P P P

2Hs D

 
  =  +  +  − − 
 +
   

(62) 

where 

H  and D   are the inertial and damping properties of the microgrid, 

DS
P    is the power deviation of the diesel generator, 

PV
P    is the power deviation of photovoltaic generators, 

WTG
P   is the power deviation of the wind turbine generators, 

Load
P  is the power deviation of the load demand, 

IAC
P   is the power deviation of the inverter air conditioner. 
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The rate of change of the frequency or RoCoF of the microgrid can be defined 

using Equation (63). 

 

p

p

p

f(t) f(t )d f
R , t t

dt t t

 − 
= = 

−  
(63) 

where 

R     is a short symbol of RoCoF, 

t  and 
p

t    are represent the current and previous simulation times, 

f(t)  and p
f(t )  are the frequency deviations at the current time t  and  

the previous time 
p

t . 
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Figure 25 Microgrid with the proposed IR - MPC for virtual inertia control 

using VESS from PV generator and IACs under DoS attacks. 
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The study applied IR - MPC to control a virtual energy storage system (VESS) 

made up of inverter air conditioners and photovoltaic generators, simulating virtual inertia 

during DoS attacks. 

1. Enhancing the virtual inertia emulator. 

2. Managing frequency deviation. 

3. The primary purpose of inverter air conditioners is to control indoor 

temperature. 

4. Minimizing DoS attacks effects on virtual inertia and frequency regulation 

controllers. 

The diesel power plant was located near the center of the control. The frequency 

deviation ( f ) is transmitted to a diesel power plant through a short transmission line.  

The effects of DoS attacks are not taken into account when it comes to the frequency 

control of diesel power plants, and thus, this study does not analyze the impact of such 

attacks on the control of diesel power plants. 

 

Denial - of - Service Attacks Modeling 

One of the most serious security concerns in cyber  - physical systems is  

denial - of - service (DoS) attacks [53]. The use of deceptive and useless data by  

DoS attacks aims to deplete or utilize restricted resources in the power system 

components. The occurrence of a DoS attacks is signified by Equation (64). 

 

on,l off ,l
l

(0, ) [T , T ]


   (64) 

where 

T     denotes the sampling period, 
min

on,l on
T [T ,T],l    denotes the time at which a DoS attacks first occurs, 

min

off ,l off
T [T ,T],l    indicates the moment when the DoS attacks is over. 

 

The trigger time for each DoS attacks was on off
T T T  , and the attacks 

d u ra t io n  w a s  
off on

T T .− T h e  e q u a t io n  fo r  a  n o n p e r io d ic  ra n d o m  v a r ia b le  

denial - of - service (DoS) attacks across all activation times is defined as Equation (65). 



 

 

 67 

DoS

0, t (0, )
S (t)

1, t (0, )

 
=   


 (65) 

where 

S 0=   denotes the occurrence of DoS attacks, 

S 1=   denotes normal transmission. 

 

Detecting DoS attacks is a critical process in cyber - physical systems. These 

attacks can be prevented through local methods that protect potential victims or remote 

methods that detect spreading attacks [53]. 

Attack detection was executed close to the IR - MPC - based VESS controller. 

The method outlined in [53] was utilized to identify DoS attacks. Moreover, the RoCoF and 

frequency signals originating from the microgrid sensor were sent via the communication 

channel to the distributed IR - MPC - based VESS controller. These signals carry RoCoF 

and frequency deviations that manifest under DoS attacks. Therefore, accurate predictions 

of the RoCoF and frequency deviations are necessary to enhance the performance of  

the MPC. In the following subsection, the autoregressive (AR) models utilized to forecast 

RoCoF and frequency signals during DoS attacks are detailed. 

 

IR - MPC for Virtual Inertia Emulation by VESS Under DoS Attacks 

The proposed improved resilient model predictive control (IR  - MPC) system for 

virtual inertia emulation in the presence of denial of service (DoS) attacks is explained in 

this section. It begins by outlining the virtual energy storage system (VESS)  model.  

Then the autoregressive (AR ) m odel - based pred iction of tw o key m etrics:  

the rate - of - change - of - frequency (RoCoF) and the frequency deviations during  

DoS incidents, is described.  

The next step is to present the correlation coefficients for the time  - series 

prediction data. Tuning of the autoregressive model weights is subsequently described in 

the text. Lastly, the IR - MPC system for virtual inertia emulation using a virtual energy 

storage system (VESS) is explained in detail. 
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Virtual Energy Storage System Model 

The expense of conventional energy storage systems (ESS) can be quite high; 

therefore, a virtual energy storage system (VESS) is often used to enhance virtual inertia 

control in the face of DoS attacks. A VESS is composed of various electrical components 

that can be controlled, such as distributed generators, flexible loads, and energy storage 

devices. The VESS can absorb or release power to eliminate the fluctuations in power 

output that are typical of renewable energy sources [11], decrease frequency deviations, 

and provide virtual inertial control [48]. 
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Figure 26 Capacity of virtual energy storage system from inverter air 

conditioner and photovoltaic generator. 

 

The inverter - air conditioners and photovoltaic generators were combined and 

utilized as the VESS to provide virtual inertia control and frequency regulation using  

an IRMPC controller. The capacity of these devices was sufficient to support virtual inertia 

throughout the day, with inverter - air conditioners providing the necessary support during 

the night, and both inverter - air conditioners and photovoltaic generators providing 

support during the day. 

The PV system generates power during the day, discharges power during  

the day, and cannot support a virtual inertial emulator at night. The IAC consumes  

low power during the night and high power during the day. The IAC has a very low 
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charging capacity during the day, which may not support a virtual  - inertia emulator. 

Thus, the capacity of the VESS from the IACs and photovoltaic generator was adequate to 

sustain the virtual inertial emulator throughout the day. 

 

The IR - MPC for Virtual Inertia Emulation by VESS 

The MPC is an adaptive optimal control method that optimizes the control signal 

at each time instant. A resilient MPC (RMPC) was proposed in [54] to m itigate  

the MPC control effect during cyberattacks. The IR - MPC - based VESS controller 

comprises MPC1 and MPC2.  

MPC1 was used to simultaneously control indoor temperature deviation 
indoor

( T )   

and regulate microgrid frequency deviation ( f ) . Consequently, the sum of the room 

temperature deviation and weighted frequency deviation served as MPC1’s input, that is

indoor 1
( T w f ) +  . The selection of the frequency weight 

1w  is important because  

the minimal and maximal temperature deviations, and the minimal and maximal frequency 

deviations are affected by the frequency weight 
1w . The main idea is to increase  

the frequency deviation in the range of p.u.. This work uses 
1w 100.=  

MPC2 is used to control the virtual inertia of the microgrid by controlling the initial 

gain of the VESS 
VI

(K ) . The RoCoF deviation ( R ) was used as the input, whereas 
VI

K  

was used as the output of MPC2. 

When a DoS attacks occurs, the frequency and RoCoF deviations deteriorate, and 

the ability of the conventional MPC - based VESS to control the virtual inertia weakens. 

Consequently, an improved resilient MPC - based VESS was developed for the virtual 

inertia emulation. The block “Attack detector and signal estimator” is included in  

the preprocessing of the frequency deviation signal before sending it to the MPCs.  

Additionally, the control signals of conventional resilient control methods  

are predicted or he ld during cyberattacks [50, 55 - 57]. However, ow ing to  

the multi - objective control of the MPC - based VESS, the predicted control signal 

VESS
( u )  cannot be used during the DoS attacks. The VESS control signal was calculated 

using the indoor temperature, microgrid frequency deviation, and RoCoF deviation as 

inputs of the IR - MPC controller. 
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The indoor temperature is a local signal measured near the IRMCP controller and 

not sent through the communication link. DoS attacks do not deteriorate the indoor 

temperature signals. Thus, the original indoor temperature signal can be used as input to 

the IR - MPC during DoS attacks. 

In contrast, the microgrid frequency deviation and RoCoF deviation are sent from 

the microgrid control center through the communication link. Therefore, a DoS attacks 

deteriorates the microgrid frequency deviation and the RoCoF deviation signals. 

Consequently, the attacks detector and signal estimator were applied to predict  

the microgrid frequency and RoCoF deviation signals during DoS attacks. 
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Figure 27 Proposed improved resilient model predictive control for virtual 

inertia emulation by virtual energy storage system under DoS attacks. 

 



 

 

 71 

Autoregressive Model - based Prediction of RoCoF and Frequency Deviations 

Autoregressive (AR) models are conventional statistical techniques that can be 

used to predict time - series data [23, 24]. The current output of an AR stochastic process 

is linearly dependent on past outputs. The definition of an AR model of order p  is given by 

Equation (66). 

 
p

t k t k tk 1
x h x

−=
= +   (66) 

where 

t
x    is the autoregressive model output, 

k
h    is the autoregressive coefficient for the thk  lag, 

t    is a time step, 

t
    is the noise of the process, which is often assumed to be  

a zero - mean Gaussian variable with a finite variance 2 . 

 

The memory length of the autoregressive model p  was captured by its order. 

The number of prior outputs on which the current output depends is measured by  

the memory length, p . The expected value of 
t

x  can be defined using Equation (67). 

 
p

t k t kk 1
x h x

−=
=  (67) 

 

W h ich  a long  w ith  2  pa ram e te r ize s  th e  p red ic tive  d is tr ib u tion  o f 
2

t t{x } N(x , )  conditional on the p  previous measurement. The AR model was used to 

predict the RoCoF deviation ( R)  and frequency deviation ( f)  feedback signals during  

a DoS attacks. The AR model for predicting RoCoF deviation can be expressed as  

Equation (68). 

 
p1

k dk 1
R(t) a R (t k)

=
 =  −  (68) 
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where 

R(t)  is the predicted RoCoF deviation at time t , 

1p   is the order of the AR model for the prediction of RoCoF deviation, 

k
a   is the weight of the AR models for predicting the RoCoF deviation, 

d
R   is  th e  R o C o F  d e v ia t io n  th a t is  t ra n sm it te d  th ro u g h  

the communication link and damaged by DoS attacks. 

 

The AR model for the prediction of the frequency deviation can be defined by 

Equation (69). 

 
p2

k dk 1
f (t) b f (t k)

=
 =  −  (69) 

where 

f (t)   is the predicted frequency deviation at time t,  

2p   is the order of the AR model for predicting frequency deviation, 

k
b    is the weight of the AR model for predicting frequency deviation, 

d
f    is the frequency deviation transmitted through the communication 

link that is damaged by the DoS attacks. 

 

Correlation Coefficient of the Time Series Prediction Data 

The corre lation coeffic ient is a statistica l concept that he lps estab lish  

the relationship between the predicted and actual values obtained in a statistical 

experiment [58]. The calculated value of the correlation coefficient explained the difference 

between the predicted and actual values. The correlation coefficient always lies between   

-1 and +1. If the correlation coefficient is positive, there is a sim ilar and identical 

relationship between the two variables. 

The correlation coefficient of two random variables is a measure of their linear 

dependence. If each variable has scalar observations, the Pearson correlation coefficient is 

defined as Equation (70). 
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N i A i B

i 1
A B

A1 B
(A,B)

N 1

=

  −  − 
 =   

−    
 (70) 

where 

A
  and 

A
   are the mean and standard deviation of variable A , respectively, 

B  and 
B   are the mean and standard deviation of variable B , respectively. 

 

Alternatively, the correlation coefficient in terms of the covariance of A  and B  

can be defined using Equation (71). 

 

A B

cov (A,B)
(A,B) =

 
 (71) 

 

In this research, the correlation coefficient was employed to determ ine  

the relationship between the current signal and the delay signal, which can be utilized to 

select the order of the AR models. 

 

Autoregressive Model Weight Tuning 

The AR models weights (
k

a  and 
k

b ) for the prediction of the RoCoF and 

frequency deviations were tuned simultaneously using a firefly algorithm (FLA) [26].  

The objective function is the summation of the integral absolute error (IAE) of  

the frequency deviation [59] and RoCoF deviation. Thus, the objective function can be 

expressed by Equation (72). 

 

Subject to 

 

t te e

t ts s

Minimize IAE f dt R dt =  +   

k ,min k k ,max
a a a ,   

k ,min k k ,max
b b b , k 1,2,...,p.  =  

(72) 
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where 

s
t  and 

e
t    are the start and end times of the simulations respectively, 

k ,min
a  and 

k ,max
a   are the minimum and maximum weights of the AR models, 

respectively, for predicting the RoCoF deviation, 

k ,min
b  and 

k ,max
b   are the minimum and maximum weights of the AR models 

for predicting the frequency deviation respectively, 

k     is the number of AR models used. 
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Figure 28 The autoregressive model weight tuning using firefly algorithm. 
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The procedure for the autoregressive model weight tuning using the firefly 

algorithm is shown in Figure 27. Where   is the light absorption coefficient of the firefly,

a  is the randomization parameter, 0
b  is the attractiveness of the firefly algorithm at 

iteration 0 [26]. 
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Figure 29 Attacks detector and autoregressive model - based signal estimator. 

 

Figure 29 shows the attacks detector and autoregressive model - based signal 

estimator, which are used to predict the microgrid frequency deviation and RoCoF 

deviation signals during the DoS attacks. 

  



 

 

 76 

Proposed ER - MPC for PEMEL Control under Severe DoS Attacks 

This section describes the enhanced robust model predictive control  - based 

PEMEL controller that is suggested for use in the event of major DoS attacks on microgrid 

frequency auxiliary services. Firstly, we describe how to estimate the frequency deviation, 

or feedback signal, in the event of a DoS attack s. Subsequently, a description of  

the enhanced resilient model predictive control for PEMEL frequency regulation control is 

provided. 
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Figure 30 Microgrid with the proposed ER - MPC - based PEMEL for virtual 

inertia and frequency regulations under DoS attacks. 
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Microgrid Model for Frequency Control Under DoS Attacks 

First, a microgrid frequency regulation model under cyberattacks is introduced. 

Next, we explain the PEMEL model for frequency regulation. Subsequently, the control of 

a large - scale PEMEL stack was proposed. Finally, the DoS attacks model is explained. 

Figure 30 depicts the m icrogrid w ith the proposed enhanced resilient  

MPC - based PEMEL for frequency regulation during DoS attacks. In the transmission 

channel between the “Microgrid” and “PEMEL controller” blocks, DoS attacks were 

employed to disrupt communication services, which harms system functionality  [60]. 

Controller performance may suffer during a DoS attacks. As a result, the ER - MPC and 

the PEMEL controller ought to be built to reduce the impact of a DoS attacks on control 

actions. To improve microgrid frequency regulation during DoS attacks, this study suggests 

an improved resilient model predictive control for proton exchange membrane 

electrolyzers. As shown in Figure 30, the microgrid frequency deviation can be expressed 

as Equations (73) – (74). 

 

1
f P

2Hs D
 = 

+
 

 

(73) 

DS PV WTG Load EL
P P P P P P =  +  +  −  −   (74) 

where 

H    stands for the microgrid’s inertia, 

D    for its damping qualities, 

DS
P    for the diesel generators power, 

PV
P    for the photovoltaic generators power, 

WTG
P    for the wind turbine generators power, 

Load
P    for the load demand’s power, 

EL
P    for the PEMEL’s power, 

    is the deviation of the signal. 
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The nominal system frequency varies because of the discrepancy between  

the generated power and load demand. If the generated power is less than the load,  

the generator units’ speed and frequency begin to decrease ( P)− . The generators 

frequency and speed started to increase when the generated power surpassed  

the load ( P)+ . 

The frequency deviation caused by the intermittent nature of renewable 

energies, such as photovoltaic generators and wind power generation, as shown in  

Figure 30, can be reduced by controlling the PEMEL. However, owing to the distribution 

control of microgrids through communication channels, cyberattacks may deteriorate  

the control performance of the PEMEL to suppress frequency fluctuations. Thus,  

an enhanced resilient model predictive control has been used to control PEMEL.  

In addition, the diesel power plant is thought to be situated near the control 

center. Consequently, the effect of DoS attacks on the diesel power plant control was not 

considered in this study. 
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Figure 31 Diesel power plant model used in the study. 

 

PEMEL Model for Frequency Regulations 

Hydrogen electrolysis is a power - to - gas storage technology that facilitates 

the integration of intermittent renewable energy sources into future energy systems on  

a wide scale. Figure 32 shows the dynamic properties of a PEMEL stack, which is  

based on the dynamic electrical equivalent model for frequency regulation. 
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Figure 32 PEMEL dynamical electrical equivalent circuit. 

 

The follow ing first - order differential equation can be used to express  

the dynamic properties of the circuit shown in Figure 32. 

 

a EL a

d EL

dV I V

dt C T
= −  (75) 

where 

a
V    is the activation voltage drop, 

EL
I    is the PEMEL current, 

d
C    is the capacitor, 

EL
T    is the first - order time constant of the PEMEL. 

 

The cathodic/anodic electrode separating two different types of materials causes 

EL
T  due to charge accumulation/decumulation brought on by electrons moving from one 

electrode to another. 
EL

T  also known as the charge double - layer effect and can be 

expresses as follows [61, 62]. 

 

EL 1 2 d d d
T (R R )C R C= + =  (76) 
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where 

1R  and 
2R   are the PEMEL resistances showing the activation losses, 

d
R   is the equivalent resistance, 

d
C    is a change in the electrolyzer current that can dynamically affect 

the PEMEL or charge layer at the electrode - electrolyte interface. 
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Figure 33 PEMEL model for frequency regulations used in this study. 

 

The linearized model of the PEMEL for power system frequency regulation 

modified from [61] and [62] is shown in Figure 33. 
EL

T  needs to be taken into account 

when using PEMEL to regulate power system frequency. The regulation and adjustment of 

the PEMEL power consumption are delayed by 
EL

T  in event of rapid changes in the system 

frequency. Therefore, the power consumption of the PEMEL can be described by  

the Laplace transform as Equation (77). 

 

EL

EL EL EL

EL

K
P (s) I (s) B

1 sT
= +

+  
(77) 

where 

EL
K  and 

EL
B   are the coefficients and in itia l PEMEL power consumption, 

respectively. 
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The downstream hydrogen production rate 
H2m  3[Nm / s], can be expressed by 

Equation (78). 

 

F EL

H2 EL1

I (s)
m (s) K

zF

h
=

 

(78) 

where 

EL1
K    is the coefficient converts mole/s to 3Nm / s , 

z   is the electron density, F  is Faraday’s constant, 

Fh    is stands for Faraday efficiency. 

 

The time delay 
EL

T  may change the hydrogen production sub - model since  

the rate of hydrogen synthesis is a linear function of current.  Thus, the hydrogen 

production sub - model can be expressed as Equations (79) – (80). 

 

EL2 H2

H2 EL H2

EL

K K
m (s) I (s) B

1 sT
= +

+  
 

(79) 

F

EL2 EL1
K K ( )

zF

h
=  (80) 

where 

H2K    is the hydrogen coefficients, 

H2B    is the initial hydrogen production rate. 

 

Control of a PEMEL Stack 

To produce the necessary output voltages, currents, and power for grid 

applications, a PEMEL stack was built using series - parallel connections. This can be 

represented by Equations (81) – (83). 

 

EL,stack S EL
V N V=  

 
(81) 
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EL,stack P cell
I N I=  

 
(82) 

EL,stack EL,stack EL,stack
P V I=  (83) 

where 

S
N  and 

PN    are the numbers of series and parallel connected cells per stack, 

respectively. 

 

The PEMEL stack current 
EL,stack

(I )  can be adjusted to control the downstream 

hydrogen generation rate and power consumption. The aim of hydrogen production control 

is to maintain the regulated downstream rate of hydrogen generation. The difference 

between the current rate of hydrogen production, indicated by 
pre

m , and the previous 

value, indicated by 
past

m ,  is therefore used to change the downstream hydrogen 

generation rate of the PEMEL stack. This difference can be expressed by Equation (84). 

 

H2 pre past
m (s) m (s) m (s) = −  (84) 

 

Thus, the PEMEL current deviation can be expressed by Equation (85). 

 

EL H2 H2
I (s) C (s) m (s) =   (85) 

where 

H2C    is a built - in controller that controls hydrogen production rate. 

 

To provide the frequency regulation capacity, an additional controller, 
EL

C , is 

included to regulate the hydrogen generation rate for frequency regulation. Thus, can be 

revised as follows equation (86). 

 

EL H2 H2 EL
I (s) C (s) m (s) C (s) f(s) =  +   (86) 

where 

f    is stands for the power systems frequency deviations. 
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The PEMEL power adjustment was calculated by replacing Equation (86)  

in Equation (83) as follows Equation (87). 

 

EL

EL H2 H2

EL

EL

EL

EL

K
P (s) C (s) m (s)

1 sT

K
C (s) f(s)

1 sT

 = 
+ 

+ 

+ 

 (87) 

 

According to Equation (87), there are two parameters that are related to  

the PEMEL operational power adjustment Equation (72) the fluctuation in the rate of 

hydrogen generation H2
( m ) , and Equation (73) the variation in frequency ( f) .  

The rate of hydrogen production variation can be ignored because of the short duration of 

the frequency adjustment method (maximum of 30 s). Consequently, it is possible to 

regard the rate of hydrogen creation as constant during this time. Consequently, can be 

expressed simply as shown in Equation (88). 

 

EL

EL EL

EL

K
P (s) C (s) f(s)

1 sT
 =  

+
 (88) 

 

In this study, the ER - MPC is used to control the PEMEL for frequency 

regulation. f is the ER - MPC input which is used to compute control signal for  

PEMEL controller. Thus, when using ER - MPC to control PEMEL for frequency regulation, 

Equation (88) can be expressed as Equation (89). 

 

EL

EL ER MPC

EL

K
P (s) u (s)

1 sT
−

 = 
+

 (89) 

 

In this study, we assumed that the ER - MPC controller was located close to  

the PEMEL stack. Thus, the DoS attacks caused f  deteriorates and must be improved 

by the proposed ER - MPC. 
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Our research approach assumes that the ER - MPC controller is situated near  

the PEMEL stack, and we aim to address the performance degradation resulting from  

a Denial of Service (DoS) attacks by implementing the proposed ER - MPC. 

 

Methods for Estimating Feedback Signal During DoS Attacks 

Methods used in this study to estimate signals during DoS attacks. More details 

are provided below.  

First: Hold Signal Technique. Figure 34 (a) shows the hold signal method [57] 

when the system encounters cyberattack. The holding signal method is defined by 

Equation (90). 

 

f (t) f(t 1) =  −  (90) 

where 

f (t)   is the frequency deviation reconstructed by the holding method, 

f(t 1) −  is the actual frequency deviation at time t 1−  which is transmitted 

through the communication link before the DoS attacks occurs. 

 

The holding signal may deteriorate when the attacked signals are significantly 

different from the last known signal (i.e., when the hold signal is the same as the last 

known signal). 

Second: Prediction Technique. In this study, an autoregressive (AR) model 

was used to predict frequency deviations ( f)  during a DoS attacks. 

Conventional statistical methods, such as AR models, can be applied to  

time - series data prediction. The current output of an AR stochastic process depends 

linearly on the previous output. The AR model for the prediction of frequency deviation is 

defined by Equation (91) [60]. 
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p

k comk 1
f (t) b f (t k)

=
 =  −  (91) 

where 

f    is the predicted frequency deviation, 

t   indicates the current time instant, 

p    is the order of the AR model, 

k
b   is the weight of the AR model, 

com
f   is the frequency deviation sent via a communication link that is 

harmed by DoS attacks. 

 

Figure 34 (b) shows the prediction method using autoregressive model  - based 

prediction [60]. Error in the prediction method may increase when the prediction samples 

are far from the last known signal. Therefore, the prediction method may deteriorate when 

it is used to predict an attack signal during a severe DoS attack. 

Third: Predict and Hold Technique . To improve the performance of  

the reconstruction signal for a resilient MPC, the prediction and hold technique, as shown 

in Figure 34 (c), is proposed. The combination of the prediction method and hold signal 

method improves the performance of the control techniques owing to the long  - time of 

unknown data during the DoS attack. 
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Figure 34 Methods for estimating signal during DoS attacks (a) hold signal 

technique (b) prediction technique (c) predict and hold technique. 
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Proposed ER - MPC - Based PEMEL Control for Frequency Regulations 

The PEMEL controller receives frequency variation through a communication link 

that is vulnerable to DoS attacks. The frequency deviations worsen during a DoS attacks, 

and the traditional MPC - based PEMEL's capacity to control the frequency decreases. 

Therefore, as shown in Figure 35. 

 

PEMELP

DoS attacks

f

comf Communication 
channel

f

PEMELMPC Microgrid

ER-MPC

Enhanced attack 
detector and 

signal estimator

 
 

Figure 35 The proposed ER - MPC - based PEMEL control under DoS attacks. 

 

Our study suggests an enhanced resilient MPC - based PEMEL for frequency 

regulation. Additionally, before the frequency deviation signal is sent to the MPCs, it is 

preprocessed with the block “Enhanced attack detector and signal estimator” as shown in 

Figure 36, added. 
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Figure 36 An enhanced attacks detector and signal estimator. 



 

 

  

CHAPTER IV  

 

RESULTS 

 

This chapter explains the results of the study. First, the improved resilient model 

predictive control (IR - MPC) for enhanced microgrid virtual inertia emulation by  

virtual energy storage system (VESS) under denial of service (DoS) attacks is introduced.  

Next, Proton Exchange Membrane Electrolyzers (PEMEL) control for microgrid  

frequency regulations under severe DoS attacks using enhanced resilient MPC (ER - MPC) 

is explained. 

 

IR - MPC for Enhanced Microgrid Virtual Inertia Emulation by Virtual Energy 

Storage System Under DoS Attacks 

Simulation results and discussion are presented in this section. First, the study of 

the rate - of - change - of - frequency (RoCoF) and frequency deviation signals versus 

time delays is described, and then the simulation settings are explained. Subsequently, 

the simulation results and a discussion are presented. 

 

Study RoCoF and Frequency Deviation Signals Versus Time Delays 

The autoregressive (AR) model uses historical data to predict future events. By 

examining the connections between RoCoF and frequency deviation signals in relation to 

time delays, the model’s ability to accurately forecast RoCoF and frequency deviation in 

the context of denial of service (DoS) attacks can be improved. 

The relationship between the current RoCoF and delay RoCoF in subfigures A, B, 

and C is illustrated in the upper subfigure of figure 37. The positions of subfigures A, B, 

and C are shown in the time - domain simulation of the RoCoF. Sub - figure A displays  

a scatter plot of the current RoCoF and the delay RoCoF for approximately 150 seconds, 

covering the range of frequencies between -7.5 and -6.0 Hz/s. The different delays 

considered were 0, 1, 2, 3, and 4. A delay of 0 indicates that the current signal is plotted 
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against the same current signal, which makes it an ideal case for a regression problem,  

as shown by the black lines representing the data. 

However, in the prediction signal during a DoS attack, the signal with a delay of 

0 is unknown. The relationship between these delay signals and the current signal is 

studied. The signal with a delay of 1 is found to be closer to the black line than the signals 

with delays of 2, 3, etc. (as shown by the green dotted line). This suggests that a signal 

with delay of 1 can better predict a signal with delay of 0 compared to other signals. 

Additionally, when the delay time increased, the scatter plot spread out of the black line. 

Sub - figures A, B, and C show that the signals with time delays of 1 and 2 are suitable 

for use in the linear regression of the AR model of RoCoF prediction. 

 

 

   
 

Figure 37 The relationship between current RoCoF (RoCoF(t)) and time delay 

RoCoF (RoCoF(t - Delay)).  
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Figure 38 shows the relationship between the frequency deviation and delay 

frequency deviation in subfigures A, B, and C. The upper figure shows the time - domain 

simulation of the frequency deviation, in which the positions of subfigures A, B, and C are 

located. The scatter plots in subfigures A, B, and C demonstrate that a signal with time 

delays = 1 and 2 is appropriate for use in the linear regression of the AR model for 

frequency deviation prediction. 

 

 

   
 

Figure 38 The relationship between current frequency deviation ( f(t)) and 

time delay frequency deviation ( f(t Delay)) − .  

 

Table 6 Correlation coefficient of delay RoCoF versus RoCoF with delay 0. 

Time of measured (s) 

Delay 0 - 150 150 - 160 160 - 170 170 - 180 180 - 190 190 - 200 200 - 300 

0 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 

1 0.9997 0.9998 0.9997 0.9997 0.9998 0.9996 0.9997 

2 0.9989 0.9991 0.9989 0.9989 0.9992 0.9986 0.9990 

3 0.9976 0.9979 0.9976 0.9976 0.9981 0.9968 0.9977 

4 0.9958 0.9964 0.9957 0.9958 0.9967 0.9944 0.9959 
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Tab le  6  show s the  corre la tion coe ffic ien ts o f the  RoCoF s igna l w ith  

time delays = 0, 1, 2, 3, and 4 against that of the time delay = 0. The RoCoF signal with 

de lay =  0  com pared to the RoCoF s igna l w ith  de lay =  0  (the sam e s igna l)  

has a correlation coefficient of 1. A correlation coefficient of 1 indicates perfect regression. 

When the RoCoF signal has delay = 1, the correlation coefficient near 1 appears to be  

a near - perfect regression . How ever, during  the d isconnection o f the W TG  

at 150 – 200 s, the correlation coefficient was lower than that under normal operation  

at 0 – 150 s and 200 – 300 s. The correlation coefficients clearly decreased when  

the delay was greater than 3. Thus, signals with delays = 1 and 2 had a correlation 

coefficient close to that of delay = 0. Therefore, the AR model p=2 is appropriate for  

RoCoF prediction. 

 

Table 7 Correlation coefficient of delay f  versus f  with delay 0. 

Time of measured (s) 

Delay 0 - 150 150 - 160 160 - 170 170 - 180 180 - 190 190 - 200 200 - 300 

0 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 

1 0.9999 0.9999 0.9999 1.0000 0.9999 0.9999 0.9999 

2 0.9997 0.9995 0.9996 0.9999 0.9998 0.9996 0.9996 

3 0.9993 0.9988 0.9991 0.9997 0.9995 0.9991 0.9992 

4 0.9988 0.9979 0.9984 0.9995 0.9991 0.9984 0.9986 

 

Table 7 shows the correlation coefficients of the frequency deviation signal with 

time delays = 0, 1, 2, 3, and 4 against that of time delay = 0. The frequency deviation 

signal with delay = 0 compared to the frequency deviation signal with delay = 0  

(the same signal) has a correlation coefficient of 1. A correlation coefficient of 1 indicates 

perfect regression. When the frequency deviation signal with delay = 1, the correlation 

coefficient near 1 appears to be a near perfect regression.  

However, during the disconnection of the WTG at 150 - 200 s, the correlation 

coefficient was lower than that under normal operation at 0 - 150 s and 200 - 300 s.  

The correlation coefficients clearly decreased when the delay was greater than 3.  
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Thus, signals with delays = 1 and 2 had a correlation coefficient close to that of 

delay = 0. Therefore, the AR model p=2 is appropriate for frequency deviation prediction. 

 

IR - MPC - based VESS Simulation Setting 

The efficiency of the proposed IR - MPC for improving the microgrid virtual inertia 

w hen  su b je c te d  to  D oS  a tta ck s  w a s  a sse sse d  u s in g  M A TLA B /S im u lin k .  

The MATLAB/Simulink MPC toolbox was used to perform MPC [63]. The microgrid, shown 

in Figure 25, was used as the study system. The microgrid data were obtained from [48]. 
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Figure 39 WTG power and load demand of the case studies (a) WTG power  

(b) load demand. 

 

Figure 39 (a) shows the wind turbine generation (WTG) for case studies. It is 

assumed that at 150 s, WTG disconnects 0.1 p.u., 0.2 p.u., and 0.1 p.u. for Cases 1, 2, 

and 3, respectively. The disconnection of the WTG causes a reduction in the inertia of  

the microgrid. Thus, RoCoF is higher than the nominal value and may reach the RoCoF 

maximum allowance lim it. The load demands of the case studies are shown in  
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Figure 39 (b). The load demands of Cases 1 and 2 were higher than that of Case 3. 

However, the oscillation of the load demand in Case 3 was higher than those in  

Cases 1 and 2. The higher oscillation of the load demand in Case 3 can cause  

the frequency and RoCoF deviations to be higher than in Cases 1 and 2. 

 

 

 

 
(a)

(b)

(c)  
 

Figure 40 DoS attacks signal of the case study (a) Case 1 (b) Case 2  

(c) Case 3. 

 

Figure 40 shows the DoS attack signals used in the case study. The Bernoulli 

random  va riab le  w as u sed  to  gene ra te  the  D oS  s igna ls  [64 ]. W hen us ing  

the MATLAB/Simulink toolbox, the DoS attack level can be changed by varying  

the probability of zero for a Bernoulli random variable. A probability of zero implies  

a probability of DoS attacks in the transmission system. If the probability of zero is zero,  
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it implies that there are no DoS attacks on the transmission system. If the probability of 

zero is one, this implies that many DoS attacks occur in the transmission system and none 

of the signals can be transm itted through the transm ission link. In th is study,  

the probabilities of zero for the case studies were set as 0.1, 0.3, and 0.2 for Cases 1, 2, 

and 3, respectively. 

In the optimization of the autoregressive model weights, as shown in Figure 27, 

the microgrid, as shown in Figure 25, is used with random load, random wind power, and 

disconnection of WTG 0.10 p.u. at time 150 s. This set of data is not included in  

the simulation test of Cases 1 - 3 in the next subsection. The ranges of the search 

parameters of the autoregressive model for the estimation of RoCoF and frequency 

deviations are set to min max

k k
[a a ] [0.1 1.0]= and min max

k k
[b b ] [0.1 1.0]= , respectively.  

The autoregressive order 
1 2p p 2.= =  

The parameters of the firefly algorithm were set as follows: the maximum  

iteration was 100, the number of fireflies was 20, the randomization parameter ( )a   

was 0.5, the attractiveness of the firefly algorithm at iteration 0 0
( )b  was 0.1, and the light 

absorption coefficient of the firefly ( )  was 1. Consequently, the optimal autoregressive 

model weights are obtained as 
1 2 1 2

a 0.361, a 0.482, b 0.562, b 0.439.= = = =  

The efficiency of the proposed IR - MPC was compared with that of NoVESS, 

CMPC, and RMPC. Further details of the comparison methods are provided below: 

NoVESS: Owing to the problem of DoS attacks, VESS is not included in  

the frequency regulation or virtual inertia control. Therefore, DoS attacks do not affect load 

frequency regulation or virtual inertia control. 

CMPC: The VESS was controlled using conventional MPC. The effect of  

DoS attacks was not considered when designing the CPMC. Thus, block “Attack detector 

and signal estimator” is excluded from Figure 29. The DoS attack signal, as shown in  

Figure 40, was applied to the transmission system between the microgrid and VESS. 

Therefore, the effects of DoS attacks are damaged feedback signals; that is, perfect 

signals f, R   are changed to d d
f , R  . The damaged signals d d

f , R   are then fed 

to the CMPC controller. Consequently, the CMPC controller produces a deteriorated control 

signal to control the VESS during the DoS attacks. 
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RMPC: The VESS is controlled using a resilient MPC. In this method, during  

a DoS attack, the signal estimator shown in Figure 34 is designed based on the attacked 

current signal, which is equal to the previous signal. 

Further details of the case studies are provided below.  

Case 1: The system parameters were set as follows: the probability of zero of  

the Bernoulli binary was 0.1, H=0.06, D=0.12, and at 150s WTG disconnected 0.1  p.u.  

In this case, the ability of the proposed IR - MPC to handle low - level DoS attacks is 

investigated. 

Case 2: The system parameters were set as follows: the probability of zero of  

the Bernoulli binary was 0.3, H 0.06,=  D 0.12= , and at 150s the disconnection of  

the WTG was 0.2  p.u. In this case, the ability of the proposed IR - MPC to handle  

high - level DoS attacks is investigated. 

Case 3: The system parameters were set as follows: the probability of zero of  

the Bernoulli binary was 0.2, H 0.03,= D 0.06= , and at 150s the WTG disconnected  

0.1  p.u. A medium - level DoS attack was used. In this case, the robustness of  

the proposed IR - MPC to variations in the system parameters was investigated. Therefore, 

the microgrid inertia and damping properties were reduced by 50% in Cases 1 and 2  

(i.e., H 0.03=  and D 0.06= ) [40, 65]. 

The inertia constant of H 0.03=  appeared to be excessively small. However,  

the problem of a zero - inertia microgrid, which consists of a 100% converter - based 

system, has recently been investigated [52]. Thus, the high penetration of renewable energy 

sources, such as WTG and PV, may reduce the inertia of the microgrid, that is, 

H 0.03 0.06,= −  as studied in [40, 65]. 

The maximum RoCoF value for all simulation results in this study was 20 Hz/s [66]. 

The selection criteria for the maximum RoCoF settings are appropriate for explaining  

the simulation results. Conventionally, the maximum RoCoF settings were lower than those 

used in this study. 
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IR - MPC - based VESS Simulation Results and Discussion 

The simulation results of the case studies are provided below:  

Case 1: Figure 41 and 42 show the simulation results for case 1. The simulation 

results for Case 1 can be explained by the following three situations.  

1. During normal operation (50 s – 100 s): the frequency and RoCoF 

deviations of the NoVESS were significantly higher than those of CMPC, RMPC, and  

IR - MPC. These results imply that using the VESS for virtual inertia control can reduce  

the frequency and RoCoF deviations, which is consistent with the simulation results of our 

previous study [48]. 

2. During DoS Attacks (100 s – 130 s): The NoVESS operates in the same 

manner as in normal operation because the DoS signal does not affect the VESS control, 

which is not used in this method. In this situation, the CMPC cannot maintain the RoCoF 

within an allowance limit of approximately 124s. In contrast, the RMPC and IR  - MPC 

successfully maintained the RoCoF and frequency deviation within the allowance limit. 

3. During DoS Attacks and the disconnection of the WTG (150 s – 180 s): 

In this situation, the proposed IR - MPC can reduce the RoCoF to a value lower than that 

of the RMPC and NoVESS. However, NoVESS produced a higher RoCoF than RMPC.  

The simulation results for Case 1 imply that, when using the VESS for virtual 

inertia control, the VESS controller should be designed under a DoS attacks. If the VESS 

controller does not consider the effect of a DoS attacks (i.e., CMPC), the control of RoCoF 

and the frequency deviation will deteriorate. 
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Figure 41 RoCoF of Case 1. 

 

 

   
 

Figure 42 Frequency deviation of Case 1. 
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Case 2: The simulation results for Case 2 are shown in Figure 43 and 44 can be 

explained by the following three situations. 

1. During normal operation (50 s – 100 s): the frequency and RoCoF 

deviations of the NoVESS were significantly higher than those of CMPC, RMPC, and  

IR - MPC, as in Case 1. 

2. During DoS Attacks (100 s – 130 s): In this situation, the CMPC cannot 

maintain the RoCoF within an allowance limit of approximately 119s. In contrast, the RMPC 

and IR - MPC successfully maintained the RoCoF and frequency deviation within  

the allowance limit. 

3. During DoS Attacks and disconnection of WTG (150 s – 180 s): In this 

situation, IR - MPC can reduce RoCoF to a value lower than that of RMPC and NoVESS. 

These results imply that IR - MPC can improve microgrid virtual inertia control over RMPC 

and NoVESS. 

In this case, it can be concluded that under a high - level DoS attacks, IR - MPC 

can reduce the RoCoF and frequency deviation better than NoVESS, CMPC, and RMPC. 
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Figure 43 RoCoF of Case 2. 

 

 

   
 

Figure 44 Frequency deviation of Case 2. 
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Case 3: Figure 45 and 46 show the simulation results for Case 3. The simulation 

results for Case 3 can be explained by the following three situations.  

1. During normal operation (50 s – 100 s): the frequency and RoCoF 

deviations of the NoVESS were significantly higher than those of CMPC, RMPC, and  

IR - MPC, as in Cases 1 and 2. 

2. During DoS Attacks (100 s – 120 s): In this situation, the CMPC cannot 

maintain the RoCoF within the maximum limit of approximately 112.5 s. In contrast,  

the RMPC and IR - MPC successfully maintained the RoCoF and frequency deviation 

within the allowance limit. 

3. During DoS Attacks and disconnection of WTG (150 s – 180 s): In this 

situation, IR - MPC can reduce RoCoF to a value lower than that of RMPC and NoVESS. 

However, RMPC cannot maintain the RoCoF within an allowance limit of approximately 

152s. These results imply that IR - MPC can improve microgrid virtual inertia control over 

RMPC and NoVESS. 

In this case, it can be concluded that the proposed IR - MPC is robust to variations 

in the system parameters. 
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Figure 45  RoCoF of Case 3. 

 

 

   
 

Figure 46 Frequency deviation of Case 3. 
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In addition, to test the proposed IR  - MPC to the variation in the WTG 

connection/disconnection to the studied microgrid, microgrid with the parameters of Case 1 

was used. Figure 47 shows the simulation results of maximum RoCoF and maximum. 

 

 
(a) 

 
(b) 

Figure 47 Simulation results when WTG connected/disconnected to  

the microgrid (a) maximum RoCoF (b) maximum frequency deviation. 

 

The frequency deviation when WTG connection/disconnection to the microgrid 

from -0.8 p.u. to 0.8 p.u. The maximum RoCoF of IR - MPC was lower than 20 Hz/s, 

whereas that of RMPC was higher than 20 Hz/s when the disconnection of the WTG power 

was greater than 0.8 p.u. The maximum frequency deviation of RMPC and IR  - MPC in 

Figure 47 is high during the connection/disconnection of WTG, which is allowed during 

contingency ( 5Hz  ). However, the frequency deviation of the proposed IR - MPC was 

lower than that of the RMPC. These simulation results confirm that the proposed IR - MPC 

exhibits superior performance over RMPC. 
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PEMEL Control for Microgrid Frequency Regulations Under Severe DoS Attacks 

Using ER - MPC 

This section presents the results of the simulation along with a discussion. First, 

an investigation of the impact of DoS attacks on microgrid frequency regulation using 

several techniques for feedback signal estimation was presented. Then, the simulation 

settings are described. Simulation results are presented, followed by a discussion. 

 

Study on DoS - Attack Effects on Microgrid Frequency Regulation Using 

Various Methods for Estimating Feedback Signals 

An autoregressive model uses historical data to forecast future events.  

The autoregressive model can therefore be improved to forecast frequency deviation 

during DoS attacks by examining the relationship between signals and DoS attacks levels. 

 

Simulation Setting 

MATLAB/Simulink was used to evaluate the effectiveness of the enhanced 

resilient MPC (ER - MPC) for PEMEL in controlling microgrid frequency deviation under  

DoS attacks. The study system was a microgrid, as shown in Figure 30. Table 8 show  

the microgrid data [48, 60-62]. 

 

Table 8 Microgrid and PEMEL parameters values. 

Parameters Values Parameters Values 

ref
f  50 Hz EL

P  5 MW 

H  0.06 s EL
K  1.6 W/A 

D  0.12 p.u. EL1
K  4841.4 

g
T  0.1 s EL

T  37 s 

t
T  0.4 s d

C  37 F 

R  2.4 (Hz/p.u.MW) 
H2B  0.5 m3/s 

iK  0.2 s PEL
B  82 W 

  
H2K  0.028 m3/As 
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Figure 48 shows load demand and WTG power of the case studies. The load 

demands of Case 1 were higher than those of Case 2 in the first simulation at 75 – 130 s. 

After 150 s, the load demand in Case 2 was higher than that in Case 1 for 240 s.  

For case 1, it is assumed that at 120 s, WTG disconnects 0.1 p.u. and reconnects 0.12 p.u. 

at 180 s, respectively. The stability is decreased when the WTG was disconnected. 

Consequently, the frequency deviation exceeds the nominal values and can reach  

the maximum permitted frequency.  

 

 
(a) 

 
(b) 

Figure 48 Load demand and WTG power of the case studies (a) load demand 

(b) WTG power. 

 

  



 

 

 106 

 
(a) 

 
(b) 

 
(c) 

 

Figure 49 Frequency deviation when DoS probability of zero = 0.6  

(a) hold signal (b) prediction (c) predict and hold techniques. 

 

The e ffic iency o f the  p roposed enhanced res ilien t m ode l p red ic tive  

contro l (ER  - M PC) was com pared w ith that of resilient M PC (R  - M PC) and  

autoregressive - based resilient MPC (ARR - MPC). R - MPC was designed based on  

the hold signal, as shown in [67] and Figure 34 (a). The results for microgrids operated 

with R - MPC under normal and severe DoS attacks are shown in Figure 49 (a) and  

Figure 50 (a), respectively. The ARR - MPC was designed based on the hold signal and 

Figure 34 (b). The results for the microgrid operated with ARR - MPC under normal and 

severe DoS attacks are shown in Figure 51 and 52. 
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Figure 49 (b) and Figure 50 (b), respectively. The proposed ER - MPC was 

designed based on a combination of prediction and hold signals, as shown in Figure 34 (c). 

The results for the microgrid operated with the ER - MPC under normal and severe  

DoS attacks are shown in Figure 49 (c) and Figure 50 (c), respectively. 

 

 
(a) 

 
(b) 

 
(c) 

 

Figure 50 Frequency deviation when DoS probability of zero = 0.85  

(a) hold signal (b) prediction (c) predict and hold techniques. 
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Simulation Results and Discussion 

Figure 51 (a) – (d) show the frequency deviations of Case 1 when the DoS 

probabilities of zero are 0.65, 0.75, and 0.85, respectively. 

Figure 51 (a) the DoS probability of zero was 0.55 : the frequency 

deviations of R - MPC, ARR - MPC, and the proposed ER - MPC did not seem to differ. 

Figure 51 (b) the DoS probability of zero was 0.65 : the frequency 

deviations of R - MPC and ARR - MPC were slightly higher than those of ER - MPC. 

Figure 51 (c) the DoS probability of zero was 0.75:  the frequency 

deviations of R - MPC were higher than those of ARR - MPC and ER - MPC. 

Figure 51 (d) the DoS probability of zero was 0.85:  the frequency 

deviations of R - MPC and ARR - MPC are clearly higher than those of ER - MPC.  

The maximum frequency deviation increased when the DoS probability of zero increased.  

Figure 52 displays the simulation results for Case 1 when the DoS probability is 

zero = 0.85.  

Figure 52 (a) shows the rate of change in the frequency of the proposed and  

the comparison methods. The proposed ER - MPC can maintain the RoCoF of the microgrid 

within acceptable ranges. The R - MPC maintains the RoCoF, while the ARR - MPC 

deteriorates.  

Figure 52 (b) shows the hydrogen production rate of the PEMEL stack.  

Figure 52 (c) shows the power of the PEMEL stack. The hydrogen production rate 

was consistent with that of PEMEL power. 
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(a) 

 
(b) 

 
(c) 

 
(d) 

 

Figure 51 Frequency deviation of case 1, (a) DoS probability of zero = 0.55  

(b) DoS probability of zero = 0.65 (c) DoS probability of zero = 0.75  

(d) DoS probability of zero = 0.85. 
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(a) 

 
(b) 

 
(c) 

 

Figure 52 Simulations results of Case 1 when DoS probability of zero = 0.85  

(a) RoCoF (b) hydrogen production rate (c) power of PEMEL stack. 
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Figure 53 (a) – (d) show the frequency deviations of Case 1 when the DoS 

probabilities of zero were 0.65, 0.75, and 0.85, respectively. 

Figure 53 (a) the DoS probability of zero was 0.55:  the frequency 

deviations of R - MPC, ARR - MPC, and the proposed ER - MPC did not seem to differ. 

Figure 53 (b) the DoS probability is zero, is 0.65: the frequency deviations 

of R - MPC and ARR - MPC were slightly higher than those of ER - MPC. 

Figure 53 (c) the DoS probability is zero, is 0.75: the frequency deviations 

of R - MPC were higher than those of ARR - MPC and ER - MPC. 

Figure 53 (d) the DoS probability was zero, was 0.85:  the frequency 

deviations of R - MPC and ARR - MPC are clearly higher than those of ER - MPC.  

The maximum frequency deviation increased when the DoS probability of zero increased. 

Figure 54 shows the simulation results for Case 2 when the DoS probability is 

zero = 0.85.  

Figure 54 (a) shows the rate of change in the frequency of the proposed and  

the comparison methods. The proposed ER - MPC can maintain the RoCoF of the microgrid 

within acceptable ranges. The R - MPC maintains the RoCoF, while the ARR - MPC 

deteriorates.  

Figure 54 (b) shows the hydrogen production rate of the PEMEL stack.  

Figure 54 (c) shows the power of the PEMEL stack. The hydrogen production rate 

was consistent with that of PEMEL power. These results confirmed that the proposed  

ER - MPC can improve the performance of the control method under severe DoS attacks. 
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(a) 

 
(b) 

 
(c) 

 
(d) 

 

Figure 53 Frequency deviation of case 2. (a) DoS probability of zero = 0.55  

(b) DoS probability of zero = 0.65 (c) DoS probability of zero = 0.75  

(d) DoS probability of zero = 0.85. 
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(a) 

 
(b) 

 
(c) 

 

Figure 54 Simulations results of Case 2 when DoS probability of zero = 0.85  

(a) RoCoF (b) hydrogen production rate (c) power of PEMEL stack. 



 

 

  

CHAPTER V  

 

CONCLUSION 

 

Summary of the Study 

This Dissertation proposes an improved version of resilient model predictive 

control (R - MPC) for microgrid frequency ancillary services, that is, virtual inertia control 

and frequency regulation under denial of service (DoS) attacks. The conclusions of this 

study are as follows. 

(1) An improved resilient MPC (IR - MPC) - based virtual energy storage system 

(VESS) for enhancing microgrid virtual inertia control under DoS attacks is explained in 

Chapter III. The IR - MPC uses an autoregressive (AR) - based signal estimator for 

reconstruction of the attacked signal feeding to R - MPC.  

(2) An enhanced resilient MPC (ER - MPC) - based proton exchange membrane 

electrolyzers (PEMEL) to regulate frequency under severe DoS attacks is proposed in 

Chapter III. ER - MPC uses a combination of AR model - based prediction and  

hold - signal methods to reconstruct attacked signals during severe DoS attacks.  

(3) The simulation results in Chapter IV reveal that under a DoS attack s,  

the proposed IR  - MPC and ER - MPC can successfully improve the m icrogrid  

virtual inertia emulation and frequency regulation. In addition, the proposed IR - MPC and  

ER - MPC have a performance effect over the compared techniques in terms of  

the reduction in the rate of change of frequency (RoCoF) and frequency deviation during 

normal situations, DoS attacks, and disconnection of wind turbine generation. 
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Discussion of the study 

1. The IR - MPC comprises an attack detector, an autoregressive (AR) signal 

estimator, and an MPC - based VESS controller. The AR parameters were optimized using 

a firefly algorithm with the objective of reducing frequency and RoCoF deviations. 

2. Under a DoS attacks, the proposed IR - MPC - based VESS can successfully 

provide virtual inertia emulation. Furthermore, the proposed IR - MPC can reduce the rate 

of change of frequency (RoCoF) better than not using a VESS for virtual inertia control  

(No - VESS), conventional MPC - based VESS, and resilient MPC - based VESS. 

3. When the microgrid inertia and damping properties are reduced, the proposed 

IR - MPC can maintain the RoCoF and frequency deviation within acceptable ranges, 

whereas the No - VESS, conventional MPC - based VESS, and resilient MPC - based 

VESS cannot reduce the RoCoF and frequency deviation within acceptable ranges.  

These results indicate that the proposed IR - MPC is robust to the microgrid parameter 

variations when subjected to DoS attacks. 

4. The proposed ER - MPC combines autoregressive model - based prediction 

and holds signals for resilient model predictive control to enhance the control effect when 

subject to severe DoS attacks. 

5. The efficacy of the suggested ER  - MPC was compared w ith that of  

the autoregressive - based robust model predictive control (ARR - MPC) and resilient 

model predictive control (R - MPC) techniques. 

6. The simulation findings, it w as found that the proposed ER  - M PC  

can effectively enhance microgrid frequency controls compared to the R  - MPC and  

AR - MPC by lowering frequency deviation and rate of change of frequency during severe 

DoS attacks.  

Additionally, the study results show that the combination of prediction and hold 

signals for resilient model predictive control is appropriate for PEMEL control of frequency 

regulation under severe DoS attacks. 
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Limitations of the Study 

Recommendations for further studies that implement a model predictive control 

(MPC) - based Virtual Energy Storage System (VESS) for virtual  inertia control and 

frequency regulation in a microgrid under cyberattacks pose several challenges. 

1. Cybersecurity. Protecting microgrid control systems from cyberattacks is 

crucial. This includes securing communication networks, ensuring the integrity of control 

commands, and safeguarding against unauthorized access or data manipulation. 

2. Accurate Modeling . Developing accurate dynamic models of microgrid 

components and their interactions is essential for effective MPC control. Uncertainties in 

model parameters or disturbances can degrade the control performance and stability. 

3. Real - time Optimization. MPC requires solving optimization problems in 

real time to determine optimal control actions. This can be computationally intensive, 

particularly for large - scale microgrids with numerous distributed energy resources (DERs) 

and complex dynamics. 

4. Adaptive Control. The control system should be adaptive to changes in 

microgrid operating conditions, such as variations in renewable energy generation,  

load fluctuations, or system topology changes owing to cyberattacks or equipment failures. 

5. Integration of Renewable Energy Sources. Integrating renewable energy 

sources with intermittent generation patterns adds complexity to control systems. The MPC 

must effectively manage the variability of renewable generation while maintaining grid 

stability and frequency regulation. 

Addressing these challenges requires interdisciplinary collaboration between 

power system engineers, control theorists, cybersecurity experts, and policymakers. 

Robust cybersecurity measures, advanced control algorithms, real  - time optimization 

techniques, and reliable communication infrastructure are key enablers for deploying  

MPC - based VESS solutions in microgrids under cyberattack scenarios. 
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